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Introduction  

1.1 Introducing  the Zeus traffic management product family  

Zeus traffic management products provide high -availability, application -centric traffic 

management and load balancing product. They  provides control, intelligence, security and 

resilience for all your application traffic. These products are  intended for organizations 

hosting valuable business -cri tical services, such as TCP and UDP -based services like HTTP 

(w eb) and media delivery, and XML -based services such as Web Services.  

1.2 Introducing the Control API  

A cluster of traffic mangers  is normally managed using the web -base d Admin Server on 

one of the machines.  

Zeusôs Control API provides an alternative means to remotely administer and configure a 

Zeus  cluster.  For example, when an Intrusion Detection System detects a remote attack 

attempt, it could use the Control API to c onfigure the cluster to drop all connections from 

the suspect IP address.   

A provisioning system could detect server overloading by monitoring the response times of 

the server nodes using Service Level Monitoring and the SNMP interface.  Once it had 

provi sioned additional servers, it could then reconfigur e the server pools using the Zeus  

Control API.  

1.2.1 Standards -conformant SOAP communications  

The Control API is a standards -conformant SOAP -based API that provides the means for 

other applications to query and modify the configuration of the cluster.  

SOAP is a lightweight protocol for exchange of information in a decentralized, 

distributed environment.  It is an XML based protocol that consists of three parts: 

an envelope that defines a f ramework for describing what is in a message and how 

to process it, a set of encoding rules for expressing instances of application -defined 

datatypes, and a convention for representing remote procedure calls and 

responses.  

Simple Object Access Protocol (SO AP), w3.org  

Most importantly, SOAP is a commonly accepted standard that allows applications to 

communicate.  Zeusôs Control API is published in the form of WSDL (Web Services 

Description Language) files.  These files document which methods (remote procedur e calls) 

are available, what input parameters they take and the output they return.  

The WSDL files are located in ZEUSHOME/zxtm/etc/wsdl , and can be downloaded from the 

SOAP API page in the online help.  

A SOAP-compliant programming environment will parse t he WSDL files to determine which 

remote methods can be called, and will then allow the application to call these methods 
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much as if they were local functions.  The SOAP environment insulates the application 

developer from the underlying complexity ï networ k connectivity, XML formatting, cross -

platform compatibility, etc.  The application developer can concentrate on implementing 

the control logic required to support the application they are building.  

The Zeus  Control API can be used by any programming langu age and application 

environment that supports SOAP services.  C#, Perl, Java and Python are commonly used.  

1.3 SOAP-based Architecture  

 

Fig. 1.  Arrangement of Management Server, Zeus  Cluster and Server Nodes  

A management application can issue a SOAP request to one of the traffic managers  in a 

Zeus  cluster.  The application may be running on a stand -alone management server, one 

of the serve r nodes, or even on one of the traffic managers . 

The application can iss ue the request to any of the Zeus traffic managers.  The traffic 

managers  automatically synchronize their configuration, so a configuration change sent to 

one machine is automatically replicated across the cluster.  

1.3.1 Security Considerations  

The SOAP -based management application communicates with a  SOAP server running on 

the Zeus  Admin Server, so the same security considerations apply:  

¶ If a management network or IP -based access control is in use to secure the Admin 

Server, these will affect the locations that the management application can run 

from.   

¶ SOAP traffic is automatically encrypted using SSL.  

¶ The Zeus  Admin Server will authenticate itself with its SSL certificate, which is 

generally self -signed.   

You may need to ens ure that your SOAP application accepts self -signed 

certificates, or install a trus ted SSL certificate in your Zeus  admin server.  

Internet

Management Station

Cluster of Zeus
Traffic Managers

Server Nodes



 

 

 

ZEUS CONTROL API AND REFERENCE  

PAGE 9 OF 324 

 

¶ SOAP requests are authenticated using the credentials of a users who is a member 

of a group with óControl APIô permissions in the Administration Server.  Groups are 

defined in the Zeus  Administration Interface, in the System > Users  > Groups  

page.   

By default, the óadminô group (which includes the user named óadminô) is the only 

group that is permitted to use the Zeus Control API .  You can add this permission 

to other groups as required.   

You may wish to define a specific username for your management application to 

use, so that you can  track its activity using traffic managerôs Audit Log.  
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Code samples  

The following code samples demonstrate how to call the Zeus  Control API from several 

different application environments.  They are intended to illustrate the similarities, rather 

than the best practice for each language.  

2.1 Listing running virutal servers 

The examples connect to a traffic manager , retrieve a list of the virtual servers and then 

query whether each virtual server is enabled (i.e. running).  They then print out the 

running virtual servers.  

The code structure is as follows:  

¶ Specify the location of the admin server, and the username and password of an 

account in the óadminô group or another group with explicit óZeus  Control AP Iô 

permissions (see section 1.3.1 ) . 

¶ If necessary, configure the HTTPS layer to accept the Admin Serverôs self-signed 

certificate.  

¶ Instantiate a means of calling the SOAP methods  of the VirtualServer interface , 

generally with reference to the WSDL specification 1.  

¶ Invoke the Vir tualServer:getVirtualServerNames()  method, which returns an 

array of string values.  

¶ Invoke the VirtualServer:getEnabled()  method, providing an array of string 

values (the names) and obtaining an array of Boolean values.  

¶ Iterate through the arrays, printing  the names of the virtual servers which are 

enabled.  

2.1.1 listVS.pl using Perl SOAP::Lite  

#!/usr/bin/perl - w 

 

use SOAP::Lite 0.60;  

 

# This is the url of the Zeus  admin server  

my $admin_server = 'https://username:password@host:9090';  

 

my $ conn = SOAP::Lite  

    - > ns ('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap");  

                                                

1 Some environments, such as Perlôs SOAP::Lite do not validate method calls against the WSDL 

specification.  
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# Get a list of virtual servers  

my $res = $conn - >getVirtualServerNames();  

my @names = @{$res - >result};  

 

# Establish which are enabled  

$res = $conn - >getEnabled( \ @names );  

my @enabled = @{$res - >result};  

 

# Print those which are enabled  

for( my $i = 0; $i <= $#names; $i++ ) {  

   if( $enabled[$i] ) {  

      print "$names[$i] \ n";  

   }  

}  

 

Run the example as follows:  

$ ./listVS.pl  

Main website  

Mail servers  

Test site  

 

To run this example, you will need Perl, SOAP::Lite  and IO::Socket::SSL.  

¶ On Debian -based systems, install the packages libsoap - lite - perl  and libio -

socket - ssl - perl . 

¶ On RedHat based systems, youôll need the perl - SOAP- Lite  and perl - IO - Socke t -

SSL rpms  

¶ Sites that use CPAN can obtain the modules from  

http://search.cpan.org/~byrne/SOAP -Lite -0.67/lib/OldDocs/SOAP/Lite.pm  and 

http://search.cpan.org/~behroozi/IO -Socket -SSL-0.97/SSL.pm   

Early  versions of SOAP::Lite used a óuriô method instead of the current ónsô one.  This 

affect ed versions prior to 0.65_5.  If you are using a old SOAP::Lite, use  the following code 

to create the SOAP::Lite connection instead:  

my $conn = SOAP::Lite  

    - > uri ('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap");  

Perlôs SOAP::Lite  module does not use the WSDL file to perform any type checking, so 

calling errors will be detected at runtime  and SOAP structures and enumerations must be 

managed manually (see chapter 3).  The SSL layer is happy to accept self -signed 

certificates.  

http://search.cpan.org/~byrne/SOAP-Lite-0.67/lib/OldDocs/SOAP/Lite.pm
http://search.cpan.org/~behroozi/IO-Socket-SSL-0.97/SSL.pm
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2.1.2 listVS.cs using C Sharp  

using System;    

using System.Net;  

using System.IO;  

using System.Security.Cryptography.X509Certificates;  

 

public class AllowSelfSignedCerts : I certificatePolicy {  

   public bool CheckValidationResult(  ServicePoint sp,  

         X509Certificate cert, WebRequest request, int problem )  

   {  

      return true;  

   }  

}  

 

public class listVS {  

 

   public static void Main( string  [] args )  

   {  

      System.Net.ServicePointManager.CertificatePolicy =  

         new AllowSelfSignedCerts();  

 

      string url= "https://host:9090/soap";  

      string username = "username";  

      string password = "password";  

 

      try {  

         Zeus .VirtualServer p = new Zeus .VirtualServer();  

         p.Url = url;  

         p.Credentials = new NetworkCredential( username, password );  

 

         string[] names = p.getVirtualServerNames();  

         bool[] enabled = p.getEnabled( names );  

          

         for ( int i = 0; i < names.Length; i++  ) {  

            if( enabled[i] ) {  

               Console.WriteLine( "{0}", names[i] );  

            }  

         }  

      } catch ( Exception e ) {  

         Console.WriteLine( "{0}", e );  

      }  

   }  

}  
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This code wor ks with the .NET 1.1 SDK and with Mono 2.   

Using .Net 1.1, compile and run this example as follows:  

C: \ > wsdl - o:VirtualServer.cs - n: Zeus  VirtualServer.wsdl  

C: \ > csc /out:listVS.exe VirtualServer.cs listVS.cs  

C: \ > listVS.exe  

Main website  

Mail servers  

Test site  

 

With Mono, compile and run as follows:  

$ wsdl - o:VirtualServer.cs - n: Zeus  VirtualServer.wsdl  

$ mcs /out:listVS.exe /r:System.Web.Services \  

         VirtualServer.cs listVS.cs  

$ listVS.exe  

Main website  

Mail servers  

Test site  

 

The WSDL interface speci fications for the Zeus  Control API are located in 

ZEUSHOME/zxtm/etc/wsdl/ , and can be downloaded from the SOAP API page in the online 

help.  

Note the use of the I certificatePolicy  derived class to override the default certificate 

checking method.  This allows the application to accept the Zeus  Admin Serverôs self-

signed certificate.  

                                                

2 Use the most recent build of Mono from http://www.mono - project.com/ .   

http://www.mono-project.com/
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2.1.3 listVS.java using Java 

import com.zeus.soap.zxtm._1_0.*;  

 

import java.secu rity.Security;  

import java.security.KeyStore;  

import java.security.Provider;  

import java.security.cert.X509Certificate;  

import javax.net.ssl.ManagerFactoryParameters;  

import javax.net.ssl.TrustManager;  

import javax.net.ssl.TrustManagerFactorySpi;  

import javax.net.ssl.X509TrustManager;  

 

public class listVS {  

 

   public static void main( String[] args ) {  

 

      // Install the all - trusting trust manager  

      Security.addProvider( new MyProvider() );  

      Security.setProperty( "ssl.TrustManagerFac tory.algorithm",  

         "TrustAllCertificates" );  

 

      try {  

         VirtualServerLocator vsl = new VirtualServerLocator();  

         vsl.setVirtualServerPortEndpointAddress(  

            "https://username:password@host:9090/soap" );  

         VirtualS erverPort vsp = vsl.getVirtualServerPort();  

 

         String[] vsnames = vsp.getVirtualServerNames();  

         boolean[] vsenabled = vsp.getEnabled( vsnames );  

 

         for( int i = 0; i < vsnames.length; i++ ){  

            if( vsenabled[i] ){  

               System.out.println( vsnames[i] );  

            }  

         }  

      } catch (Exception e) {  

         System.out.println( e.toString() );  

      }  

 

   }  

 

   /* The following code disables certificate checking.  

    * Use the Security.addProvider and Security.setProperty  
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    * calls to enable it */  

   public static class MyProvider extends Provider {  

      public MyProvider() {  

         super( "MyProvider", 1.0, "Trust certificates" );  

         put( "TrustManagerF actory.TrustAllCertificates",  

            MyTrustManagerFactory.class.getName() );  

      }  

    

      protected static class MyTrustManagerFactory  

            extends TrustManagerFactorySpi {  

         public MyTrustManagerFactory() {}  

         protected v oid engineInit( KeyStore keystore ) {}  

         protected void engineInit(  

            ManagerFactoryParameters mgrparams ) {}  

         protected TrustManager[] engineGetTrustManagers() {  

            return new TrustManager[] {  

               new MyX509Tr ustManager()  

            };  

         }  

      }  

       

      protected static class MyX509TrustManager  

            implements X509TrustManager {  

         public void checkClientTrusted(  

            X509Certificate[] chain, String authType) {}  

         public void checkServerTrusted(  

            X509Certificate[] chain, String authType) {}  

         public X509Certificate[] getAcceptedIssuers() {  

            return null;  

         }  

      }  

   }  

}  

 

The bulk of this code disables client certifica te checking.  Details of the code and 

surrounding infrastructure are at:  

http://java.sun.com/j2se/1.5.0/docs/guide/security/jsse/JSSERefGuide.html  

http://java.sun.com/j2se/1.5.0/docs/guide/security/jsse/JSSERefGuide.html
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This code works with the Java 1.5 SDK/JRE.  To build and run the code, youôll need to do 

the following:  

1.  Download axis from http://ws.apache.org/axis/ .  This provides the WSDL - to -Java 

converter.  Copy all the .jar files from axis - <versio n>/libs/  to the 

JAVAHOME/jre/lib/ext/  directory, or add them to your CLASSPATH. 

2.  Install the Java Activation Framework and JavaMail libraries to avoid warnings 

when the code is run:  

o Java Activation Framework  

http://java.sun.com/products/javabeans/glasgow/jaf.html  

o JavaMail  

http://java.sun.com/products/javamail/  

Copy the activation.jar  and mail.jar  files contained in these packages to the 

JAVAHOME/jre/lib/ext/  directory, or add them to your CLASSPATH. 

3.  In your build directory, convert the required WSDL files into java code as follows 3:  

$ java org.apache.axis.wsdl.WSDL2Java VirtualServer.wsdl  

 

4.  Compile and run the example as follows:  

$ javac listVS.java  

$ java listVS  

Main website  

Mail servers  

Test site  

 

This code uses the functions within the VirtualServer interface.  Other interfaces use a 

similar pattern.  

For example, if you wished to access functions within the XXX interface, you would need  to 

instantiate an XXXLocator  object, declare the location of the traffic manager  using the 

set XXXPortEndpointAddress()  function and then create a connection using 

get XXXPort()  to return an XXXPort  object.  You can then invoke methods using the  

XXXPort  obj ect.  Java is verbose, but generally repetitive so the patterns can be copied 

thus:  

SystemCacheLocator scl = new SystemCacheLocator();  

scl.se tSystemCachePortEndpointAddress (  

   "https://username : password @host:9090/soap"  );  

SystemCachePort scp = scl.getSyst emCachePort();  

                                                

3 The WSDL interface specifications for the Zeus  Control API are located in 

ZEUSHOME/zxtm/etc/wsdl/.  

http://ws.apache.org/axis/
http://java.sun.com/products/javabeans/glasgow/jaf.html
http://java.sun.com/products/javamail/
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/* Invoke the methods on the SystemCachePort object */  

scp.clearWebCache();  

 

2.1.4 listVS.py using Python  

#!/usr/bin/python  

 

import SOAPpy  

 

conn = SOAPpy.WSDL.Proxy("VirtualServer.wsdl")  

names = conn.getVirtualServerNames()  

enabled = conn.getEnabled(names)  

 

for i in range(0,len(names)):  

        if ( enabled[i] ):  

                print names[i]  

 

By default, most SOAP implementations read the location of the SOAP server from the 

WSDL file 4.  However , for security reasons, the location of the Zeus  Admin Server 

(including the required administrator username and password) is not embedded in the 

Zeus  WSDL files.  

Most SOAP toolkits allow you to override the location specified in the WSDL file, but 

Pythonôs SOAP.py module does not.  Before you run this example, edit your WSDL files.  

Look for the soap:address node at the very end of each WSDL file and edit appropriately:  

<service name="VirtualServer">  

   <port name="VirtualServerPort"  

         binding="zeu sns:VirtualServerBinding">  

      <soap:address  

         location=" https://username:password@host:9090/soap " />  

   </port>  

</service>  

 

Run the Python script as follows 5:  

$ ./listVS.py  

                                                

4 The WSDL interface specifications for the Zeus  Control API are located in 

ZEUSHOME/zxtm/etc/wsdl/.  
5 This example was tested with Python 2.3.5 and version 0.11.5 of the SOAP.py library.  Earlier 

versions of SOAP.py (0.8.4) could not correctly parse the WSDL file.  
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Main website  

Mail servers  

Test site  
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2.1.5 listVS.php using PHP 5  

#!/usr/bin/php5  

 

<? 

$conn = new SoapClient(  "VirtualServer.wsdl",  

    array('login' => "username", 'password' => "password")  );  

 

$names = $conn - >getVirtualServerNames();  

$enabled = $conn - >getEnabled($names);  

 

for ($i=0; $i < count(  $na mes ); $i++) {  

  if ( $enabled[$i] )  

    print "$names[$i] \ n";  

}  

?> 

 

You may need to enable the SOAP extensions in your php.ini  file; follow the instructions 

at http://www.php.net/soap  if necessary.  

Like Python, the PH P Soap toolkit expects to find the location of the SOAP server in the 

WSDL file, and does not provide any means to override it.  However, you can specify the 

login details from your application, so these do not need to be embedded in the WSDL:  

 

<service na me="VirtualServer">  

   <port name="VirtualServerPort"  

         binding="zeusns:VirtualServerBinding">  

      <soap:address location=" https://host:9090/soap " />  

   </port>  

</service>  

 

Run the PHP script as follows  

$ ./listVS.php  

Main website  

Mail servers  

Test site  

 

http://www.php.net/soap
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2.2 Fault Handling  

The Zeus  Control API uses standard SOAP fault handling to inform the client application of 

errors.   The type of fault returned dep ends on the error that occurred;  for instance an 

'ObjectDoesNotExist' fault will be returned when tr ying to set a property for a Virtual 

Server that doesn't exist.  Information contained inside the fault will help determine more 

information about the error.  

In addition to the specific faults specified for the functions, applications should be written 

to handle generic failures for which a specific fault does not exist.  

Fault handling differs depending on the API being used.  Y ou should refer to your API 

documentation for details on how best to handle faults.  

The following examples show code snippets of ho w to handle faults with various standard 

libraries.  

2.2.1 Fault handling with SOAP::Lite  

As SOAP::Lite doesn't read the WSDL files, the fault handling code needs  to process the 

fault  structur es manually:  

# This is the url of the Zeus  admin server  

my $admin_serve r = 'https://<user>:<pass>@adminserver:9090';  

 

my $conn = SOAP::Lite  

    - > ns('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap")  

    - > on_fault( \ &handle_fault );  

 

sub handle_fault  

{  

   my( $soap, $res ) = @_;  

 

   if( ! $res ) die " A transport error occured \ n";  

 

   if( ! ref $res ) die $res;  

 

   # $res is a SOAP fault ï extract the information in it  

   if( $res - >faultdetail ) {  

      my $detail = $res - >faultdetail;  

      my @elems = keys %$detail;  

      my $fault = $elems[0];  

 

      my $msg = "SOAP Fault: $fault \ n";  

 

      # Extract out the components of the fault  
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      foreach my $key( qw( errmsg object key value ) ) {  

         if( defined $detail - >{$fault} - >{$key} ) {  

            $msg .= "  $key: " . $detail - >{$fault} - >{$key} ." \ n";  

         }  

      }  

     die $msg;  

   } else {  

      die "SOAP Fault: " . $res - >faultcode . ": " .  

         $res - >faultstring . " \ n";  

   }  

}  

 

# Could throw 'ObjectDoesNotExist'  

$conn - >setEnabled( [ "my - virtual - server" ], [ 1 ] );  

 

2.2.2 Fault handling using C sharp  

Like perl, the fault  detail structure needs to be inspected manually:  

try {  

   p.setEnabled( new string[] { "my - virtual - server" },  

                 new bool[] { true } );  

} catch( SoapException fault ) {  

   string msg = "";  

   // Look at the fault detail XML tree  

   if( fault.Detail != null && fault.Detail.FirstChild != null ) {  

      XmlNode detail = fault.Detail.FirstChild;  

       

      // The SOAP fault is the name of the first child of the  

      // fau lt detail  

      msg += "SOAP Fault: " + detail.LocalName + " \ n";  

       

      // And the other members of the fault are children  

      XmlNodeList children = detail.ChildNodes;  

      for( int i = 0 ; i < children.Count ; i++ ) {  

         msg += "  " + chil dren[i].Name + ": " +  

                       children[i].InnerText + " \ n";  

      }  

   } else {  

      // Otherwise this is a generic fault -  just print the fault  

      msg = fault.ToString();  

   }  

   Console.Write( msg );  
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}  

 

2.2.3  Fault handling using Java  

Fault handling is built into the Java AXIS libraries; the SOAP faults  are translated into 

standard Java exceptions which make it very easy  to handle faults:  

VirtualServerLocator vsl = new VirtualServerLocator();  

vsl.setVirtualServerPortEndpointAddress(  

      "https://<user>:<pass>@adminserver:9090/soap" );  

VirtualServerPort vsp = vsl.getVirtualServerPort();  

 

try {  

   vsp.setEnabled( new String[] { "my - virtual - server" },  

                   new boolean[] { true } );  

 

   System.out.println( "Virtual Server en abled successfully" );  

} catch( ObjectDoesNotExist e ) {  

   System.err.println(  

      "Virtual Server '" + e.getObject() + "' does not exist" );  

} catch( RemoteException e ) {  

   System.err.println( "Generic exception: " + e );  

}  
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Using Perl SOAP::Lite  

Unlike most other SOAP APIs, Perlôs SOAP::Lite does not take regard of the WSDL 

specification for the Control API interface.   Special measures must be taken to use the 

Control API accurately.  

3.1 Control API methods  

A method  can be invoked from a SOAP::Lite co nnection object that specifies  the 

appropriate interface :  

# Create a connection object that uses the VirtualServer interface  

my $conn = SOAP::Lite  

    - > ns('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap");  

     

# You can invoke any of the methods of the VirtualServer interface  

my $res = $conn - >getVirtualServerNames();  

 

If you need to use several interfaces (for example, VirtualServer and Pool), you will need 

to construct a SOAP::Lite connection object for each.  

I f you attempt to invoke a method that does not exist for the interface, the method call 

will fail and the on_fault fault handler (if specified) will be called.  

3.2 Control API Enumerations  

An Enumeration is a particular datatype with a restricted, named set of  values.  For 

example, a Pool has a limited set of load balancing algorithms that are represented by the 

Pool.LoadBalancingAlgorithm enumeration :  

The enumeration is defined as follows:  

Pool.LoadBalancingAlgorithm  

enum Pool.LoadBalancingAlgorithm {  

   round robin,     # Round Robin  

   wroundrobin,     # Weighted Round Robin  

   cells,           # Perceptive  

   connections,     # Least Connections  

   wconnections,    # Weighted Least Connections  

   responsetimes,   # Fastest Response Time  

   random           # Random node  

}  
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The Pool interface contains two methods that use that enumeration:  

 getLoadBalancingAlgorithm( names )  

Get the load balancing algorithms that each of the named pools uses.  

Pool.LoadBalancingAlgorithm[] getLoadBalancingAlgorithm(  

   String[] names  

)  

 

 setLoadBalancingAlgorithm( names, values )  

Set the load balancing algorithms that each of the named pools uses.  

void setLoadBalancingAlgorithm(  

   String[] names  

   Pool.LoadBalancingAlgorithm[] values  

)  

 

Perlôs SOAP::Lite library correctly encodes enumerations in SOAP requests, so you can use 

them in a literal fashion:  

$conn - >setLoadBalancingAlgorithm( [ $poolName ], ['connections'] );  

 

In a SOAP response, you need to provide a custom Deserializer so that the SOAP::Lite 

library can convert the values in the SOAP response into appropriate internal 

representations (i.e. literal strings):  

BEGIN {  

   package MyDeserializer;  

   @MyDeserializer ::ISA = 'SOAP::Deserializer';  

 

   sub typecast {  

      my( $self, $val, $name, $attrs, $children, $type ) = @_;  

      if (  $type && $type =~ m@http://soap.zeus.com/zxtm/@ ) {  

         return $val;  

      }  

      return undef;  

   };  

}  

 

my $conn = SOAP::Lite  

    - > ns('http://soap.zeus.com/zxtm/1.0/Pool/')  

    - > proxy("$admin_server/soap")  

    - > deserializer( MyDeserializer - >new );  
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The following code sample illustrates how to use Control API methods that use 

Enumerations:  

#!/usr/bin/perl - w 

 

use SOAP::Lite 0.6;  

 

# Provide our own Deserializer to deserialize enums correctly  

BEGIN {  

   package MyDeserializer;  

   @MyDeserializer::ISA = 'SOAP::Deserializer';  

 

   sub typecast {  

      my( $self, $val, $name, $attrs, $children, $type ) = @_;  

      if (  $type &&  $type =~ m@http://soap.zeus.com/zxtm/@ ) {  

         return $val;  

      }  

      return undef;  

   };  

}  

 

# This is the url of the Zeus  admin server  

my $admin_server = 'https:// username:password @host :9090';  

 

# The pool to edit  

my $poolName = $ARGV[0] or die "No pool specified";  

 

my $conn = SOAP::Lite  

    - > ns('http://soap.zeus.com/zxtm/1.0/Pool/')  

    - > proxy("$admin_server/soap")  

    - > deserializer( MyDeserializer - >new )  

    - > on_fault( sub  {  

         my( $conn, $res ) = @_;  

         die ref $res?$res - >faultstring:$conn - >transport - >status; } 

);  

 

# Get the load balancing algorithm  

my $res = $conn - >getLoadBalancingAlgorithm( [ $poolName ] );  

my $alg = @{$res - >result}[0];  

print "Pool $poolName uses load balancing algorithm $alg \ n";  

 

# Change the algorithm to least connections, and check it worked  

$conn - >setLoadBalancingAlgorithm( [ $poolName ], ['connections'] );  
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$res = $conn - >getLoadBalancingAlgorithm( [ $poolName ] );  

print " Algorithm has been changed to @{$res - >result}[0] \ n";  

 

# Now change it back again  

$conn - >setLoadBalancingAlgorithm( [ $poolName ], [ $alg ] );  

$res = $conn - >getLoadBalancingAlgorithm( [ $poolName ] );  

print " Algorithm changed  back  to @{$res - >result}[0] \ n";  

 

3.3 Control API Structures  

A Structure is a complex datatype that contains several p arameters.  For example, the key 

configuration settings for a Virtual Server are represented by a VirtualServer.BasicInfo  

structure that defines the port, protocol and default pool for that Virtual Server:  

VirtualServer.BasicInfo  

This structure contains the basic information for a virtual server. It is used when 

creating a server, or modifying the port, protocol or default pool of a server.  

struct VirtualServer.BasicInfo {  

   # The port to listen for incoming connections on.  

   Integer port;  

 

   # The pr otocol that this virtual server handles.  

   VirtualServer.Protocol protocol;  

 

   # The default pool that traffic to this virtual server will go  

   # to.  

   String default_pool;  

}  

 

This structure contains three elements; an Integer (the port number), an Enumeration 

(VirtualServer.Protocol  ï the protocol ) and a string (the  name of the  default pool).  

The method VirtualServer.addVirtualServer()  takes a VirtualServer.BasicInfo  

structure which can be constructed as follows:  

my $basicInfo = {  

   port         => '443',  

   protocol     => 'https',  

   default_pool => 'Server Pool 1'  

};  

 

$res = $conn - >addVirtualServer( [ $vsName ], [ $basicInfo ] );  
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If you call the  method VirtualServer.getBasicInfo() , it will return a  corresponding  

array of VirtualServer.BasicInfo  structures that can be unpacked as follows:  

$res = $conn - >getBasicInfo( [ $vsName ] );  

my $r = @{$res - >result}[0];  

 

print "Virtual Server $vsName: \ n";  

print "   port $r - >{port}, protocol $r - >{protocol}, " .  

      " pool $r - >{default_pool} \ n";  

 

The following  code sample illustrates how to create a virtual server and manage the 

BasicInfo structure:  

#!/usr/bin/perl - w 

 

use SOAP::Lite 0.6;  

 

# Provide our own Deserializer so to deserialize enums correctly  

BEGIN {  

   package MyDeserializer;  

   @MyDeserializer::ISA = 'SOAP::Deserializer';  

 

   sub typecast {  

      my( $self, $val, $name, $attrs, $children, $type ) = @_;  

      if( $type && $type =~ m@http://soap.zeus.com/zxtm/@) {  

         return $val;  

      }  

      return undef;  

   };  

}  

 

# This  is the url of the Zeus  admin server  

my $admin_server = 'https://user:password@hostname:9090';  

 

# The virtual server to create  

my $vsName = $ARGV[0] or die "No vs specified";  

 

my $conn = SOAP::Lite  

    - > ns('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap")  

    - > deserializer( MyDeserializer - >new )  

    - > on_fault( sub  {  

         my( $conn, $res ) = @_;  
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         die ref $res?$res - >faultstring:$conn - >transport - >status; } 

);  

 

# Construct the basic info structure  

my $basicInfo = {  

   port         => '443',  

   protocol     => 'https',  

   default_pool => 'discard'  

};  

 

$res = $conn - >addVirtualServer( [ $vsName ], [ $basicInfo ] );  

 

$res = $conn - >getBasicInfo( [ $vsName ] );  

my $r = @{$res - >result}[0];  

 

print "Virtual Ser ver $vsName: \ n";  

print "   port $r - >{port}, protocol $r - >{protocol}, " .  

      " pool $r - >{default_pool} \ n";  
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Sample Control API applications  

The Zeus  Control API can perform almost any configuration task that can be accomplished 

using the Zeus  Admin Server.  Its strength comes from how it can be driven by other 

management applications elsewhere in the network.  

4.1 Blocking traffic from an IP address  

An Intrusion Detection System (IDS) or a live log analysis tool may identify remote hosts 

which are sending undesired traffic ï malicious requests, port scans, or simply excessiv e 

numbers of requests in an attempt to mount a denial -of -service attack.  

The IDS may be located behind the traffic manager  cluster, for example, if it needs to 

inspect SSL traffic that has been decrypted by the traffic managers .  In this case, the IDS 

can use the Control API to update the traffic manager  cluster to prevent it from accepting 

any more traffic from the suspected IP address.  

The following Zeus  Control API application modifies a named Service Protection Policy, 

adding an IP address to the list o f banned IP addresses.  The Service Protection Policy 

should be assigned to the appropriate Virtual Servers managing traffic in the cluster.  

4.1.1 Perl Example  

#!/usr/bin/perl - w 

 

use SOAP::Lite 0.60;  

 

# This is the url of the Zeus  admin server  

my $admin_server = 'https://username:password@host:9090';  

 

# The protection policy to edit, and the node to add  

my $name = "My protection class";  

my $badIP  = "10.100.1.10";  

 

my $conn = SOAP::Lite  

    - > uri('http://soap.zeus.com/zxtm/1.0/Catalog/Protection/')  

    - > prox y("$admin_server/soap")  

    - > on_fault( sub  {  

         my( $conn, $res ) = @_;  

         die ref $res ? $res - >faultstring :  

             $conn - >transport - >status; } );  

     

$conn - >addBannedAddresses( [ $name ], [ [ $badIP ] ] );  
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Notes 

We are accessing th e óCatalog/Protection ô uri to edit a service protection class.  With a 

WSDL-based interface, weôd use the Catalog.Protection.wsdl  interface.  

We use the addBannedAddresses()  function.  Like most Control API functions, this takes a 

series of arrays as argume nts:  

1.  A list of service protection policies  

2.  A list of lists of banned IP addresses  

This means that the function can perform bulk updates, modifying several objects 

simultaneously.  

This example includes a  basic  on_fault  handler which is called if an error ever occurs.  

The handler will report a transport error if the SOAP application could not connect to the 

remote SOAP server.  Otherwise, it will report a SOAP error.    

For more a more sophisticated example of a Perl fau lt  handler, refer to section 2.2.1 . 

4.1.2 C# Example  

using System;    

using System.Net;  

using System.IO;  

using System.Security.Cryptography.X509Certificates;  

 

public class AllowSelfSignedCerts : ICertificatePolicy {  

   public bool CheckValidationResult(  

         ServicePoint sp, X509Certificate cert,  

         WebRequest request, int problem )  

   { return true; }  

}  

 

public class addBannedAddress {  

 

   public static void Main( string [] args )  

   {  

      System.Net.ServicePointManager.CertificatePolicy =  

         new AllowSelfSignedCerts();  

 

      string url= "https://host:9090/soap";  

      string username = "username";  

      string password = "password";  

 

      string name = "My protection class";  

      string badIP = "10.100.1.10";  
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      try {  

         Zeus .CatalogProtection p =  

                 new Zeus .CatalogProtection();  

         p.Url = url;  

         p.Credentials = new NetworkCredential(  

            username, password );  

 

         p.addBannedAddresses( new string[] { name },  

             new string[][] { new string[]{ badIP } } );  

      } catch ( Exception e ) {  

         Conso le.WriteLine( "{0}", e );  

      }  

   }  

}  

 

4.2 Adding a node to a pool  

Provisioning systems can dynamically deploy applications across servers, perhaps in 

reaction to increased server load.  This example demonstrates a  Control API application 

that modifies the nodes that a pool balances traffic to.  

If the pool is using the  óPerceptiveô algorithm, then load will slowly be ramped up on  newly 

introduced nodes, gauging their potential performance, until they run at the same  speed 

as the other nodes in the pool.  This óSlow Startô capability ensures that new nodes are not 

immediately overloaded with a large burst of traffic.  

4.2.1 Perl Example  

#!/usr/bin/perl - w 

 

use SOAP::Lite 0.60;  

 

# This is the url of the Zeus  admin server  

my $admin_server = 'https://username:password@host:9090';  

 

# The pool to edit, and the node to add  

my $poolName = "test pool";  

my $newNode  = "10.100.1.10:80";  

 

my $conn = SOAP::Lite  

    - > uri('http://soap.zeus.com/zxtm/1.0/Pool/')  

    - > proxy("$admin_server/soap")  

    - > on_fault( sub  {  
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         my( $conn, $res ) = @_;  

         die ref $res ? $res - >faultstring :  

             $conn - >transport - >status; } );  

     

# Get a list of pools  

my $r es = $conn - >getPoolNames();  

my @names = @{$res - >result};  

 

# Get the nodes for each pool  

$res = $conn - >getNodes( \ @names );  

 

# Build a hash %nodes: pool - >[ node list ]  

my %nodes;  

@nodes{@names} = @{$res - >result};  

 

if( !defined $nodes{$poolName} ) {  

   die "Pool $poolName does not exist...";  

}  

 

if( grep { $_ eq $newNode } @{$nodes{$poolName}} ) {  

   die "Pool $poolName already contains $newNode";  

}  

 

# Add one node to the pool  

$res = $conn - >addNodes( [ $poolName ], [ [ $newNode ] ] );  

 

# We're done!  Verify that the node has been added  

$res = $conn - >getNodes( [ $poolName ] );  

my @newnodes = @{${$res - >result}[0]};  

 

my $expected = join " ",  

   sort @{$nodes{$poolName}}, $newNode;  

my $actual   = join " ", sort @newnodes;  

 

if( $expected ne $actual ) {  

   die "New node list is '$actual'; expected '$expected'";  

}  
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Notes 

This example uses careful error checking to make sure that the Control API methods are 

not called incorrectly.  For example, if a method tries to add a node to a pool that did not 

exist, a SOAP fault will be raised.  Perlôs on_fault handler will be called if this happens.  

The example illustrates Perlôs hash slice technique to quickly build an associative array, 

mapping pool name to a list of nodes:  

my $res = $conn - >getPoolNames();  

my @names = @{$res - >result};  

$res = $conn - >getNodes( \ @names );  

my %nodes;  

@nodes{@names} = @{$res - >result};  

 

This is a very easy way to take advantage of the fact that the Zeus  Control API methods 

are all bulk -enabled, i.e., they are designed to process lists of objects efficiently.  

The listVS example could also use a hash slice, as follows:  

my $res = $conn - >getVirtualServerNames();  

my @names = @{$res - >result};  

$res = $conn - >getEnabled( \ @names );  

my %enabled;  

@enabled{@names} = @{$res - >result};  

 

A Zeus  Control API application could update the configuration by modifying the hash:  

# Turn everything off...  

foreach my $name( keys %enabled ) {  

   $enabled{ $name } = 0;  

}  

 

It could then bulk -commit the new configuration with a single method call:  

$res = $conn - >setEnabled(  

            [ keys %enabled ], [ values %enabled ] );  
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4.2.2 C# Example  

using System;    

using System.Net;  

using System.IO;  

using System.Security.Cryptography.X509Certificates;  

 

public class AllowSelfSignedCerts : ICertificatePolicy {  

   public bool Ch eckValidationResult(  

         ServicePoint sp, X509Certificate cert,  

         WebRequest request, int problem )  

   {  

      return true;  

   }  

}  

public class addNode {  

   public static void Main( string [] args )  

   {  

      System.Net.ServicePointManager.CertificatePolicy =  

         new AllowSelfSignedCerts();  

 

      string url= "https://host:9090/soap";  

      string username = "username";  

      string password = "password";  

 

      string poolName = "test pool";  

      string newNode  = "10.100.1.10:80";  

 

      try {  

         Zeus .Pool p = new Z eus .Pool();  

         p.Url = url;  

         p.Credentials = new NetworkCredential(  

            username, password );  

 

         string[] names = p.getPoolNames();  

         string[] [] allnodes = p.getNodes( names );  

 

         string[] nodes = new string[]{};  

         bool found = false;  

         for( int i = 0 ; i < names.Length ; i++ ) {  

 

            if( names[i] == poolName ) {  

               nodes = allnodes[i];  

               fou nd = true;  
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               break;  

            }  

         }  

 

         if( ! found ) {  

            Console.WriteLine( "Pool {0} does nôt exist", poolName );  

            Environment.Exit( 1 );  

         }  

 

         found = false;  

         for( int i = 0 ; i <  nodes.Length ; i++ ) {  

            if( nodes[i] == newNode ) {  

               found = true;  

            }  

         }  

         if( found ) {  

            Console.WriteLine( "Pool {0} already contains {1}",  

               poolName, newNode );  

            Environment.Exit( 1 );  

         }  

 

         // Add one node to the pool  

         p.addNodes( new string[] { poolName },  

            new string[][] { new string[] { newNode } } );  

 

      } catch ( Exception e ) {  

         Console.WriteLine( "{0}", e );  

      }  

   }  

}  

 

4.3 Reconfiguring your site based on Traffic Load  

In this example, weôll monitor the performance of the JSP pages on a website.  If the 

performance drops below an acceptable level, weôll use the Control API to enable a 

TrafficScript rule that prevents more users from logging into the website.  Once 

performance climbs back to an acceptable level, the Control API application can disable the 

rule.  
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The TrafficScript Rule 

To prevent users from logging into the site, we could use a TrafficScript rule similar to the 

following:  

$path = http.getPath();  

if( string.endsWith( $path, "login.jsp" ) ) {  

   http.redirect( "/content/login_disabled.html" );  

}  

 

Add this rule to the Rules catalog, calling it óDisable Loginô.  Configure it as a request rule 

for your virtual server, but set it to be disabled.  The Zeus  Control API application will use 

the Virtual Server getRules () and setRules () functions to modify the óenabledô status of 

the rule.  

Monitoring Performance 

Performance of the web application can be monitored in a variety of ways:  

¶ Using statistics gathered from the web application itself.  

¶ Using an external monitoring tool to send probe requests.  

¶ Monitoring the node response times using SNMP and the  Service Level Monitoring 

capability.  

¶ Using the SNMP or email alerts raised by Service Level Monitoring to drive the 

Control API applications directly.  

Enabling and Disabling the Rule 

The following Control API code retrieves the list of response rules that th e named virtual 

server is using.  It searches for the rule named óDisable Loginô and enables it.  If the rule is 

not present, it adds it as the first rule to be executed.  

4.3.1 Perl example  

#!/usr/bin/perl - w 

 

use SOAP::Lite 0.60;  

 

# Provide our own Deserializer  so to deserialize enums correctly  

BEGIN {  

   package MyDeserializer;  

   @MyDeserializer::ISA = 'SOAP::Deserializer';  

 

   sub typecast {  

      my( $self, $val, $name, $attrs, $children, $type ) = @_;  
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      if( $type && $type =~ m@http://soap.zeus.com/zxtm/ @) {  

         return $val;  

      }  

      return undef;  

   };  

}  

 

# This is the url of the Zeus  admin server  

my $admin_server = ' https://username:password@host:9090 ';  

 

# The virtual server to edit, and the ru le to enable  

my $vsName = "Main web site";  

my $rule   = "Disable Login";  

 

my $conn = SOAP::Lite  

    - > uri(' http://soap.zeus.com/zxtm/1.0/VirtualServer/ ')  

    - > proxy("$admin_server/soap")  

    - > deserializer( MyDeserializer - >new )  

    - > on_fault( sub  {  

      my( $conn, $res ) = @_;  

      die ref $res ? $res - >faultstring:conn - >transport - >status; } );  

 

# Get a list of rules used by the named virtual server  

my $res = $conn - >getRules( [ $vsName ] );  

my @rules = @{${$res - >result}[0]};  

 

my $found = 0;  

foreach my $f ( @rules ) {  

   if( $f - >{name} eq $rule ) {  

      $f - >{enabled} = 1; $found = 1;  last;  

   }  

}  

if( !$found ) {  

   # Add a new rule to the start of the list  

   unshift @rules, {  

      name => $rule,  

      enabled => 1,  

      run_frequency => 'only_first'  

   };  

}  

 

$res = $conn - >setRules( [ $vsName ], [ [ @rules ] ] );  

 

https://username:password@host:9090/
http://soap.zeus.com/zxtm/1.0/VirtualServer/
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Notes 

The rules manipulation functions take a compound VirtualServer.Rule  structure which 

uses  an enumeration named ' RuleRunFlag '.  

The SOAP::Lite  interface presents  this structure as a standard Perl hash , requiring a 

Deserializer to manage the enumeration.  

C# presents it as an object of  type Zeus .VirtualServerRule  containing an enumeration 

of type  Zeus .VirtualServerRuleRunFlag . 

4.3.2 C# Example  

using System;  

using System.Net;  

using System.IO;  

using System.Security.Cryptography.X509Certificates;  

 

public class AllowSelfSignedCerts : ICertificatePolicy {  

   public bool Ch eckValidationResult(  

         ServicePoint sp, X509Certificate cert,  

         WebRequest request, int problem )  

   {  

      return true;  

   }  

}  

 

public class addNode {  

   public static void Main( string [] args )  

   {  

      System.Net.ServicePointManager. CertificatePolicy =  

         new AllowSelfSignedCerts();  

 

      string url= "https://host:9090/soap";  

      string username = "username";  

      string password = "password";  

 

      string vsName  = "Main web site";  

      string rule    = "Disable login";  

      try {  

         Zeus .VirtualServer p = new Zeus .VirtualServer();  

         p.Url = url;  

         p.Credentials = new NetworkCredential(  

            username, password );  

 

         // Get a list of rules used by the named  
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         // virtual server  

         Zeus .VirtualServerRule[][] rules =  

            p.getRules( new string[] { vsName } );  

 

         // Search for the rule to enable  

         bool found = false;  

         foreach( Zeus .VirtualServerRule r in rules[0] ) {  

            if( r.name == rule ) {  

               found = true;  r.enabled = true;  

            }  

         }  

         if( ! found ) {  

            // Add a new rule to the start of the list  

            Zeus .VirtualServerRule[] newrules = new  

               Zeus .VirtualServerRule[rules[0].Length + 1];  

            newrules[0] = new Zeus .VirtualServerRule();  

            newrules[0].name = rule;  

            newrules[0].enabled = true;  

            newrules[0].run_frequency =  

               Zeus .VirtualServerRuleRunF lag.only_first;  

 

            Array.Copy( rules[0], 0, newrules, 1, rules[0].Length );  

 

            rules[0] = newrules;  

         }  

         p.setRules( new string[] { vsName }, rules );  

 

      } catch ( Exception e ) {  

         Console.WriteLine( "{0}", e );  

      }  

   }  

}  
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Troubleshooting  

5.1 Overview  

Building Zeus  Control API applications is an involved process.  This chapter lists some 

useful techniques.  

5.1.1 Canõt find the WSDL files? 

The WSD L interface specifications are located in:  

ZEUSHOME/zxtm/etc/wsdl/  

ZEUSHOME is the installation directory for your Zeus  software, typically /usr/local/zeus/ . 

You can also download them  from the SOAP API page in the online help.  

5.2 General Debugging Techniques  

5.2.1 Log Files 

In the event of a problem, review the following error logs:  

¶ Zeus  Software: ZEUSHOME/log/errors  

Validation errors and incorrect configuration problems will be reported in this log 

file .  

¶ Zeus  Admin Server: ZEUSHOME/admin/log/errors  

The Admin Server processes the SOAP requests and sends the new configuration 

to the Zeus  software.  Any SOAP protocol or transport errors will be reported here.  

5.2.2 Snooping the SOAP traffic  

Your Zeus  Control API application will send SOAP requests to the Zeus  Admin server, which 

typically listens using SSL on port 9090.  If your SOAP toolkit does not support debugging 

or tracing, you can use a network snooping tool such as WireShark 6 to inspect the SOAP 

request and response, to verify that the request is sent correctly, and that the response 

does not contain any errors messages that are not reported by your applicationôs interface 

code.  

Of course, if your SOAP transaction is encrypted  with SSL, it will not be easy to inspect it:  

1.  Disable SSL on the Zeus  Admin Server as follows:  

                                                

6 http://www.wireshark.org/   WireShark is available for all major platforms, including Windows, Linux 

and Mac OS X.  

http://www.wireshark.org/
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a.  Edit the file ZEUSHOME/admin/website , and comment out the line 

ósecurity!enabled yesô by prefixing it with a ó#ô: 

#security!enabled yes  

 

b.  Restart the software 7:  

# /usr/local/zeus/restart - zeus  

 

2.  Modify your Zeus  Control API application to use an óhttp://ô url rather than an 

óhttps://ô one. 

5.3 Debugging with Perl  

5.3.1 Problems with WSDL interfaces  

Because Perlôs SOAP::Lite does not make explicit reference to the WSDL interface 

specification, it can be easy to make errors which are only detected at run time.  

Ensure that the URI in the SOAP::Lite objects you construct in your application is correct.  

Refer to the URI tables in  chapter 6. 

For example, to reference methods in the VirtualServer interface, you should use the 

following URI:  

http://soap.zeus.com/zxtm/1.0/VirtualServer/  

For meth ods in the Service Protection catalog, use the following URI:  

http://soap.zeus.com/zxtm/1.0/Catalogs/Protection/  

5.3.2 Using a Fault Handler  

Your Perl SOAP::Lite client application can determine wh ether server or transport errors 

have occurred by inspecting the SOAP Fault that is raised on an error.  

Section 2.2  covers Fault Handlers in detail.  

                                                

7 Alternatively, you can restart just the admin server component as follows:  

 # export ZEUSHOME=/usr/local/zeus  

 # $ZEUSHOME/admin/rc restart  

  Set ZEUSHOME to the correct installation directo ry for your configuration.  

http://soap.zeus.com/zxtm/1.0/Catalogs/Protection/
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5.3.3 Recent SOAP::L ite versions  

Versions of SOAP::Lite on or after 0.65_5 have a slightly different interface.  When 

creating a SOAP::Lite connection, you should use a new ónsô method instead of the 

previous óuriô method: 

# Versions prior to 0.65_5  

my $conn = SOAP::Lite  

    - > uri ('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap");  

 

# Versions 0.65_5  and later  

my $conn = SOAP::Lite  

    - > ns ('http://soap.zeus.com/zxtm/1.0/VirtualServer/')  

    - > proxy("$admin_server/soap");  

5.3.4 Perl deserializer Example  

The SOAP::Lite module does not make use of Zeus 's WSDL specification and so does not 

know how to deserialize some enumerations used . See chapter 3 for an example of this 

problem.  

5.3.5 Tracing  

When you import the SOAP::Lite module, use the following:  

use SOAP::Lite 0.6 +trace => 'debug';  

This will cause the SOAP::Lite module to output large amounts of debugging information.  

The XML -messages you see after enabling the tracing are usually not  formatted.  To make 

them easier to read, set the readable flag on your  connections:  

my $conn = SOAP::Lite;  

$conn - >readable(1);  

This will make the messages sent by th e client more readable, but will  not affect messages 

received from the server.  

5.4  Debugging with C#  

5.4.1 Fault Handlers  

Pleae refer to section 2.2  for details on how to i nspect any SOAP Faults that are raised as a 

result of a server or transport error.  
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5.4.2 Permissions Problems  

The .NET environment enforces stringent security checks by default.  

For example, by default, your Control API application cannot generate an HTTP reques t to 

a foreign site (such as the Zeus  Admin Server) unless the application is running from a 

ótrusted locationô.  Remote filesystems which are locally mounted are untrusted, whereas 

local filesystems are trusted.  

The location of your Control API applicatio n may affect whether it functions correctly or 

not.  

5.5 Debugging with Java  

5.5.1 Fault Handlers  

Pleae refer to section 2.2  for details on how to inspect any SOAP Faults that are raised as a 

result of a server or transport error.  

5.5.2 Tracing  

For full SOAP tracing, you can run your Zeus  Control API application as follo ws:  

$ java ïDjavax.net.debug=all listVS  

 

Alternatively, you can enable debugging within your application:  

System.setProperty( "javax.net.debug", "all" );  
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Function Reference  

6.1 About the Zeus Control API functions  

Zeus  Control API functions generally operate on lists of configurations.  For example, the 

VirtualServer getEnabled()  function takes a list of virtual server names as its first 

argument, and returns a list of Boolean values, one for each named virtual server.  

Some functions depend on compound structures for their arguments, and enumerated 

types are used to represent some configuration settings.  

All of the methods, structures and enumerated types are specified in the WSDL interface 

files 8. 

The addRules()  and getRules()  VirtualServer functions are good examples:  

VirtualServer.Rule[][] getRules(  

   String[] names  

)  

 

void addRules(  

   String[] names  

   VirtualServer.Rule[][] rules  

)  

Method prototypes for the VirtualServer getRules and addRules methods  

                                                

8 The WSDL interface specifications are located in ZEUSHOME/zxtm/etc/wsdl/  

 



 

 

 

ZEUS CONTROL API AND REFERENCE  

PAGE 45 OF 324 

 

getRules()  takes a list of virtual server names, return ing  a list of VirtualServer.Rule  

arrays :  

struct VirtualServer.Rule {  

   # The name of the rule.  

   String name;  

 

   # Whether the rule is enabled or not.  

   Boolean enabled;  

 

   # Whether the r ule runs on every request response,  

   # or just the first  

   VirtualServer.RuleRunFlag run_frequency;  

}  

Definition of the VirtualServer.Rule structure  

The VirtualServer.Rule structure includes an enumerated type:  

enum VirtualServer.RuleRunFlag {  

   # Run  on every request or response  

   run_every,  

 

   # Run only on the first request or response  

   only_first  

}  

Definition of the VirtualServer.RuleRunFlag enumerated type  

Your SOAP toolkit will represent these WSDL methods, structures and enumerated types in 

a form appropriate for the language in use:  

¶ Perl uses methods in the SOAP::Lite object.  Structures map straightforwardly 

onto Perl associative arrays.  You need to provide an explicit deserializer to 

typecast enumerated type values into string values.   See chapter 3 for details.  

¶ The C# and Java toolkits provide a means to convert the WSDL files into C# or 

Java source files, with fully typed classes, structures and enumerations to 

represent the SOAP methods, structures and enumerated types.  

Take a look at section 4.3  for a worked example that illustrates the use of the method s, 

structures and enumerations.  

 

6.2 VirtualServer  

URI: http://soap.zeus.com/zxtm/1.0/VirtualServer/  
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The VirtualServer interface allows management of Virtual Server objects. Using this 

interface, you can create, delete and rename virtual server objects, and manage their 

configuration.  

6.2.1 Methods  

addCompressionMIMETypes( names, values ) throws ObjectDoesNotExist, 

DeploymentError, InvalidInput  

For each named virtual server, add new MIME types to the list of types to compress.  

void addCompressionMIMETypes(  

   String[] names  

   String[][] values  

)  

 

addResponseRules( names, rules ) throws ObjectDoesNotExist, 

DeploymentError, InvalidInput  

Add new rules to be run on server responses for each of the named virtual servers. New 

rules are run after existing rules. If any of the rules are already configured t o run, then 

they are enabled and flags are set to the values passed in.  

void addResponseRules(  

   String[] names  

   VirtualServer.Rule[][] rules  

)  

 

addRules( names, rules ) throws ObjectDoesNotExist, DeploymentError, 

InvalidInput  

Add new rules to be run on  client requests for each of the named virtual servers. New 

rules are run after existing rules. If any of the rules are already configured to run, then 

they are enabled and flags are set to the values passed in.  

void addRules(  

   String[] names  

   VirtualS erver.Rule[][] rules  

)  

 

addSSLClientCertificateAuthorities( names, values ) throws 

ObjectDoesNotExist, DeploymentError, InvalidInput  

Add new certificate authorities for validating client certificates for each of the named 

virtual servers.  

void addSSLClient CertificateAuthorities(  

   String[] names  

   String[][] values  
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)  

 

addSSLSites( names, ssl_sites ) throws ObjectDoesNotExist, DeploymentError, 

InvalidInput, InvalidOperation  

Adds the specified SSLSite objects to the named virtual servers. These objects are 

mappings between destination addresses and the certificate used for SSL decryption those 

addresses. Each certificate is the name of an item in the SSL Certificates Catalog.  

void addSSLSites(  

   String[] names  

   VirtualServer.SSLSite[][] ssl_sites  

)  

 

addVirtualServer( names, info ) throws ObjectAlreadyExists, 

InvalidObjectName, DeploymentError, InvalidInput  

Add each virtual servers, using the provided BasicInfo.  

void addVirtu alServer(  

   String[] names  

   VirtualServer.BasicInfo[] info  

)  

 

copyVirtualServer( names, new_names ) throws ObjectAlreadyExists, 

ObjectDoesNotExist, InvalidObjectName, DeploymentError  

Rename each of the named virtual servers.  

void copyVirtualServer(  

   String[] names  

   String[] new_names  

)  

 

deleteSSLSites( names, site_ips ) throws ObjectDoesNotExist, 

DeploymentError, InvalidInput  

Deletes the SSLSite objects that act on the IP addresses in the site_ips array for each of 

the named virtual servers. These ob jects are mappings between destination addresses and 

the certificate used for SSL decryption those addresses. Each certificate is the name of an 

item in the SSL Certificates Catalog.  

void deleteSSLSites(  

   String[] names  

   String[][] site_ips  

)  
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deleteVirtualServer( names ) throws ObjectDoesNotExist, DeploymentError  

Delete each of the named virtual servers.  

void deleteVirtualServer(  

   String[] names  

)  

 

editSSLSites( names, site_ips, ssl_sites ) throws ObjectDoesNotExist, 

DeploymentError, InvalidI nput, InvalidOperation  

Edits the SSLSite objects that act on the IP addresses in the site_ips array for each of the 

named virtual servers. These objects are mappings between destination addresses and the 

certificate used for SSL decryption those addresses.  Each certificate is the name of an item 

in the SSL Certificates Catalog.  

void editSSLSites(  

   String[] names  

   String[][] site_ips  

   VirtualServer.SSLSite[][] ssl_sites  

)  

 

getAddClusterClientIPHeader( names ) throws ObjectDoesNotExist  

Get whether a 'X -Cluster -Client - Ip' header should be added to each HTTP request, for each 

of the named virtual servers. The 'X -Cluster -Client - Ip' header contains the client's IP 

address.  

Boolean[] getAddClusterClientIPHeader(  

   String[] names  

)  

 

getBandwidthClass( names )  throws ObjectDoesNotExist  

Get the Bandwidth Class that each of the named virtual servers uses.  

String[] getBandwidthClass(  

   String[] names  

)  

 

getBasicInfo( names ) throws ObjectDoesNotExist  

Get the basic information for each of the named virtual servers. This information includes 

the port, the protocol the virtual server handles and the default pool for the traffic.  

VirtualServer.BasicInfo[] getBasicInfo(  

   String[] names  

)  
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getCompressUnkno wnSize( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should compress documents with no given 

size.  

Boolean[] getCompressUnknownSize(  

   String[] names  

)  

 

getCompressionEnabled( names ) throws ObjectDoesNotExist  

Get whethe r each of the named virtual servers should compress web pages before sending 

to the client.  

Boolean[] getCompressionEnabled(  

   String[] names  

)  

 

getCompressionLevel( names ) throws ObjectDoesNotExist  

Get the gzip compression level, for each of the named v irtual servers.  

Unsigned Integer[] getCompressionLevel(  

   String[] names  

)  

 

getCompressionMIMETypes( names ) throws ObjectDoesNotExist  

Get the list of MIME types to compress, for each of the named virtual servers.  

String[][] getCompressionMIMETypes(  

   St ring[] names  

)  

 

getCompressionMaxSize( names ) throws ObjectDoesNotExist  

Get the maximum document size to compress, in bytes, for each of the named virtual 

servers. A document size of '0' means 'unlimited'.  

Unsigned Integer[] getCompressionMaxSize(  

   String[] names  

)  

 

getCompressionMinSize( names ) throws ObjectDoesNotExist  

Get the minimum document size to compress, in bytes, for each of the named virtual 

servers.  

Unsigned Integer[] getCompressionMinSize(  
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   String[] names  

)  

 

getConnectTimeout( names )  throws ObjectDoesNotExist  

Get the time to wait for data from a new connection, in seconds, for each of the named 

virtual servers. If no data is received in this time, the connection will be closed.  

Unsigned Integer[] getConnectTimeout(  

   String[] names  

)  

 

getCookieDomainRewriteMode( names ) throws ObjectDoesNotExist  

Get how each of the named virtual servers should rewrite the domain portion of cookies 

set by a back -end web server.  

VirtualServer.CookieDomainRewriteMode[] getCookieDomainRewriteMode(  

   Stri ng[] names  

)  

 

getCookieNamedDomain( names ) throws ObjectDoesNotExist  

Get the domain to use when rewriting cookie domains, for each of the named virtual 

servers.  

String[] getCookieNamedDomain(  

   String[] names  

)  

 

getCookiePathRewrite( names ) throws ObjectDoesNotExist  

For each of the named virtual servers, get the regex and replacement for rewriting the 

path portion of a cookie.  

VirtualServer.RegexReplacement[] getCookiePathRewrite(  

   String[] names  

)  

 

getCookieSe cureFlagRewriteMode( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should modify the 'secure' tag of cookies 

set by a back -end web server.  

VirtualServer.CookieSecureFlagRewriteMode[] 

getCookieSecureFlagRewriteMode(  

   Stri ng[] names  

)  
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getDefaultPool( names ) throws ObjectDoesNotExist  

Get the default Pool that traffic is sent to for each of the named virtual servers.  

String[] getDefaultPool(  

   String[] names  

)  

 

getEnabled( names ) throws ObjectDoesNotExist  

Get whether each  of the named virtual servers is enabled (i.e. serving traffic).  

Boolean[] getEnabled(  

   String[] names  

)  

 

getErrorFile( names ) throws ObjectDoesNotExist  

Get the file names of the error texts that each of the named virtual servers will send back 

to a cli ent in case of back -end or internal errors.  

String[] getErrorFile(  

   String[] names  

)  

 

getFTPDataSourcePort( names ) throws ObjectDoesNotExist  

Get the source port each of the named virtual servers should use for active -mode FTP data 

connections. If 0, a random high port will be used, otherwise the specified port will be 

used. If a port below 1024 is required you must first explicitly permit use o f low ports with 

the ftp_data_bind_low global setting.  

Unsigned Integer[] getFTPDataSourcePort(  

   String[] names  

)  

 

getFTPForceClientSecure( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should require incoming FTP data 

connections (from clients) to originate from the same IP address as the corresponding 

control connection.  

Boolean[] getFTPForceClientSecure(  

   String[] names  

)  
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getFTPForceServerSecure( names ) throws ObjectDoesNotExist  

Get whether each of the named virtua l servers should require incoming FTP data 

connections (from nodes) to originate from the same IP address as the corresponding 

control connection.  

Boolean[] getFTPForceServerSecure(  

   String[] names  

)  

 

getFTPPortRange( names ) throws ObjectDoesNotExist  

Get the port range used for FTP data connections for each of the named virtual servers.  

VirtualServer.FTPPortRange[] getFTPPortRange(  

   String[] names  

)  

 

getFTPSSLData( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should  use SSL on the data connection as 

well as the control connection  

Boolean[] getFTPSSLData(  

   String[] names  

)  

 

getKeepalive( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should allow clients to maintain keepalive 

connections.  

Boolean[] getKeepalive(  

   String[] names  

)  

 

getKeepaliveTimeout( names ) throws ObjectDoesNotExist  

Get the time that an idle keepalive connection should be kept open for, in seconds, for 

each of the named virtual servers.  

Unsigned Integer[] getKeepaliveTimeout(  

   String[] names  

)  
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getListenAddresses( names ) throws ObjectDoesNotExist  

Get the specific IP addresses and hostnames that each of the named virtu al servers are 

listening on. This will return an empty array for a virtual server if it is listening on all 

addresses.  

String[][] getListenAddresses(  

   String[] names  

)  

 

getListenOnAllAddresses( names ) throws ObjectDoesNotExist  

For each of the named virt ual servers, gets whether the virtual server is listening on all IP 

addresses  

Boolean[] getListenOnAllAddresses(  

   String[] names  

)  

 

getListenTrafficIPGroups( names ) throws ObjectDoesNotExist  

Get the specific Traffic IP Groups that each named virtual ser ver listens on. This will return 

an empty array for a virtual server if it is listening on all addresses.  

String[][] getListenTrafficIPGroups(  

   String[] names  

)  

 

getLocationDefaultRewriteMode( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should rewrite the 'Location' header. The 

rewrite is only performed if the location rewrite regex didn't match.  

VirtualServer.LocationDefaultRewriteMode[] 

getLocationDefaultRewriteMode(  

   String[] names  

)  

 

getLocationRewrite( names ) throws ObjectDoesNotExist  

For each of the named virtual servers, get the regex, and replacement for rewriting any 

'Location' headers.  

VirtualServer.RegexReplacement[] getLocationRewrite(  

   String[] names  

)  
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getLogClientConnectionF ailures( names ) throws ObjectDoesNotExist  

Get whether the virtual server will log client connection failures.  

Boolean[] getLogClientConnectionFailures(  

   String[] names  

)  

 

getLogEnabled( names ) throws ObjectDoesNotExist  

Get whether each of the named vir tual servers should log each connection to a disk on the 

file system.  

Boolean[] getLogEnabled(  

   String[] names  

)  

 

getLogFilename( names ) throws ObjectDoesNotExist  

Get the name of the file used to store request logs, for each of the named virtual servers.  

String[] getLogFilename(  

   String[] names  

)  

 

getLogFormat( names ) throws ObjectDoesNotExist  

Get the log file format for each of the named virtual servers.  

String[ ] getLogFormat(  

   String[] names  

)  

 

getLogServerConnectionFailures( names ) throws ObjectDoesNotExist  

Get whether the virtual server will log server connection failures.  

Boolean[] getLogServerConnectionFailures(  

   String[] names  

)  

 

getMIMEAutoDetect( nam es ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should auto -detect MIME types if the server 

does not provide them.  

Boolean[] getMIMEAutoDetect(  

   String[] names  

)  
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getMIMEDefaultType( names ) throws ObjectDoesNotExist  

Get the MIME type that the server uses as its 'default', for each of the named virtual 

servers. Responses with this mime type will be auto -corrected by the virtual server if this 

setting is enabled.  

String[] getMIMEDefaultType(  

   String[] names  

)  

 

getMaxClientBuffer( names ) throws ObjectDoesNotExist  

Get the amount of memory used to store data sent by the client, in bytes, for each of the 

named virtual servers.  

Unsigned Integer[] getMaxClientBuffer(  

   String[] names  

)  

 

getMaxServerBuffer( names ) t hrows ObjectDoesNotExist  

Get the amount of memory used to store data returned by the server, in bytes, for each of 

the named virtual servers.  

Unsigned Integer[] getMaxServerBuffer(  

   String[] names  

)  

 

getNote( names ) throws ObjectDoesNotExist  

Get the not e for each of the named virtual servers.  

String[] getNote(  

   String[] names  

)  

 

getPort( names ) throws ObjectDoesNotExist  

Get the port that each of the named virtual servers listens on for incoming connections.  

Unsigned Integer[] getPort(  

   String[] name s 

)  
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getProtection( names ) throws ObjectDoesNotExist  

Get the Service Protection Settings that are used to protect each of the named virtual 

servers.  

String[] getProtection(  

   String[] names  

)  

 

getProtocol( names ) throws ObjectDoesNotExist  

Get the protocol that each of the named virtual servers uses.  

VirtualServer.Protocol[] getProtocol(  

   String[] names  

)  

 

getProxyClose( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should send a FIN packet on to the back -

end server when it is received from the client. The alternative is to close the connection to 

the client immediately. If your traffic manager is responding to the request itself, enabling 

this setting will cause your traffic manager to continue writing the  response even after it 

has received a FIN from the client.  

Boolean[] getProxyClose(  

   String[] names  

)  

 

getRTSPPortRange( names ) throws ObjectDoesNotExist  

Get the port range used for RTSP streaming data connections, for each of the named 

virtual servers . 

VirtualServer.PortRange[] getRTSPPortRange(  

   String[] names  

)  

 

getRequestSyslogEnabled( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should log each connection to a remote 

syslog server.  

Boolean[] getRequestSyslogEnab led(  

   String[] names  

)  
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getRequestSyslogFormat( names ) throws ObjectDoesNotExist  

Get the remote log line format for each of the named virtual servers.  

String[] getRequestSyslogFormat(  

   String[] names  

)  

 

getRequestSyslogIPEndpoint( names ) throws ObjectDoesNotExist  

Get the remote syslog endpoint for each of the named virtual servers  

String[] getRequestSyslogIPEndpoint(  

   String[] names  

)  

 

getResponseRules( names ) throws ObjectDoesNotExist  

Get the rules t hat are run on server responses for each of the named virtual servers.  

VirtualServer.Rule[][] getResponseRules(  

   String[] names  

)  

 

getRewriteSIPURI( names ) throws ObjectDoesNotExist  

Get whether the Request -URI of SIP requests will be replaced with the s elected back -end 

node's address.  

Boolean[] getRewriteSIPURI(  

   String[] names  

)  

 

getRules( names ) throws ObjectDoesNotExist  

Get the rules that are run on client requests for each of the named virtual servers.  

VirtualServer.Rule[][] getRules(  

   String[] names 

)  

 

getSIPDangerousRequestMode( names ) throws ObjectDoesNotExist  

Get what should be done with requests that contain body data and should be routed to an 

external IP.  

VirtualServer.SIPDangerousRequestMode[] getSIPDangerousRequestMode(  

   String[] names  

)  
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getSIPMaxConnectionMemory( names ) throws ObjectDoesNotExist  

Get maximum memory per connection.  

Unsigned Integer[] getSIPMaxConnectionMemory(  

   String[] names  

)  

 

getSIPMode( names ) throws ObjectDoesNotExist  

Get which mode of operation the SIP virtual server should run in.  

VirtualServer.SIPMode[] getSIPMode(  

   String[] names  

)  

 

getSIPPortRange( names ) throws ObjectDoesNotExist  

Get the port range used for SIP data connections, for each of the named virtual se rvers. 

This setting is only used when the SIP virtual server is using 'Full Gateway' mode.  

VirtualServer.PortRange[] getSIPPortRange(  

   String[] names  

)  

 

getSIPStreamingTimeout( names ) throws ObjectDoesNotExist  

Get the time, in seconds, after which a UDP  stream will timeout if it has not seen any data.  

Unsigned Integer[] getSIPStreamingTimeout(  

   String[] names  

)  

 

getSSLCertificate( names ) throws ObjectDoesNotExist  

Get the name of the default SSL Certificate that is used for SSL decryption for each of t he 

named virtual servers. This is the name of an item in the SSL Certificates Catalog.  

String[] getSSLCertificate(  

   String[] names  

)  

 

getSSLClientCertificateAuthorities( names ) throws ObjectDoesNotExist  

Get the certificate authorities that are trusted for validating client certificates, for each of 

the named virtual servers.  
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String[][] getSSLClientCertificateAuthorities(  

   String[] names  

)  

 

getSSLClientCertificateHeaders( names ) throws ObjectDoesNotExis t  

Get whether each of the named virtual servers should add HTTP headers to each request 

to show the data in the client certificate.  

VirtualServer.SSLClientCertificateHeaders[] 

getSSLClientCertificateHeaders(  

   String[] names  

)  

 

getSSLDecrypt( names ) thro ws ObjectDoesNotExist  

Get whether each of the named virtual servers should decrypt SSL traffic.  

Boolean[] getSSLDecrypt(  

   String[] names  

)  

 

getSSLExpectStartTLS( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should upgra de SMTP connections to SSL 

using the STARTTLS command.  

Boolean[] getSSLExpectStartTLS(  

   String[] names  

)  

 

getSSLHeaders( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should add HTTP headers to each request 

to show SSL connection parameters.  

Boolean[] getSSLHeaders(  

   String[] names  

)  

 

getSSLLogEnabled( names ) throws ObjectDoesNotExist  

This method is now obsolete. SSL logg ing is now done if LogConnectionFailures is enabled. 

Use VirtualServer.getLogConnectionFailures and VirtualServer.getLogConnection failures to 

control this configuration.  

Boolean[] getSSLLogEnabled(  

   String[] names  

)  
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getSSLRequestClientCertMode( names )  throws ObjectDoesNotExist  

Get whether each of the named virtual servers should request (or require) an identifying 

certificate from each client.  

VirtualServer.SSLRequestClientCertMode[] getSSLRequestClientCertMode(  

   String[] names  

)  

 

getSSLSendCloseAler ts( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should send a close alert when initiating 

SSL socket disconnections.  

Boolean[] getSSLSendCloseAlerts(  

   String[] names  

)  

 

getSSLSites( names ) throws ObjectDoesNotExist  

Gets a list of mappings between destination addresses and the certificate used for SSL 

decryption those addresses, for each of the named virtual servers. Each certificate is the 

name of an item in the SSL Certificates Catalog.  

VirtualServer.SSLSite[][] getSS LSites(  

   String[] names  

)  

 

getSSLTrustMagic( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should decode extra information on the 

true origin of an SSL connection. This information is prefixed onto an incoming SSL 

connection from another traffic manager.  

Boolean[] getSSLTrustMagic(  

   String[] names  

)  

 

getServerfirstBanner( names ) throws ObjectDoesNotExist  

Get the banner that each of the named virtual servers sends to clients for server - first 

protocols such as POP, SMTP and IMAP.  

String[] getServerfirstBanner(  

   String[] names  

)  
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getServiceLevelMoni toring( names ) throws ObjectDoesNotExist  

Get the Service Level Monitoring class that each of the named virtual servers uses.  

String[] getServiceLevelMonitoring(  

   String[] names  

)  

 

getSipTransactionTimeout( names ) throws ObjectDoesNotExist  

Get the time after which an incomplete transaction should be discarded, in seconds, for 

each of the named virtual servers.  

Unsigned Integer[] getSipTransactionTimeout(  

   String[] names  

)  

 

getTimeout( names ) throws ObjectDoesNotExist  

Get the time to wait for data on a n already established connection, in seconds, for each of 

the named virtual servers.  

Unsigned Integer[] getTimeout(  

   String[] names  

)  

 

getUDPResponseDatagramsExpected( names ) throws ObjectDoesNotExist  

Get the expected number of UDP datagrams in the response, for each of the named virtual 

servers. For simple request/response protocols a value of '1' should be used. If set to -1, 

the connection will not be discarded until the udp_timeout is reached.  

Integ er[] getUDPResponseDatagramsExpected(  

   String[] names  

)  

 

getUDPTimeout( names ) throws ObjectDoesNotExist  

Get the time after which an idle UDP connection should be discarded and resources 

reclaimed, in seconds, for each of the named virtual servers.  

Unsi gned Integer[] getUDPTimeout(  

   String[] names  

)  

 

getUseNagle( names ) throws ObjectDoesNotExist  

Get whether Nagle's algorithm should be used for TCP connections.  



 

 

 

ZEUS CONTROL API AND REFERENCE  

PAGE 62 OF 324 

 

Boolean[] getUseNagle(  

   String[] names  

)  

 

getVirtualServerNames()  

Gets the names of all th e configured virtual servers.  

String[] getVirtualServerNames()  

 

getWebcacheControlOut( names ) throws ObjectDoesNotExist  

Get the Cache -Control header that should be sent with cached HTTP responses.  

String[] getWebcacheControlOut(  

   String[] names  

)  

 

getWebcacheEnabled( names ) throws ObjectDoesNotExist  

Get whether each of the named virtual servers should attempt to cache web server 

responses.  

Boolean[] getWebcacheEnabled(  

   String[] names  

)  

 

getWebcacheErrorpageTime( names ) throws ObjectDoesNotExist  

Get the time periods that each of the named virtual servers should cache error pages for.  

Unsigned Integer[] getWebcacheErrorpageTime(  

   String[] names  

)  

 

getWebcacheRefreshTime( names ) throws ObjectDoesNotExist  

Get the time periods that each of the nam ed virtual servers should consider re - fetching 

cached pages in.  

Unsigned Integer[] getWebcacheRefreshTime(  

   String[] names  

)  

 

getWebcacheTime( names ) throws ObjectDoesNotExist  

Get the time periods that each of the named virtual servers should cache web pages for.  
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Unsigned Integer[] getWebcacheTime(  

   String[] names  

)  

 

removeCompressionMIMETypes( names, values ) throws ObjectDoesNotExist, 

DeploymentError  

For each named virtual server, remove new MIME types from the list of types to compress.  

void removeC ompressionMIMETypes(  

   String[] names  

   String[][] values  

)  

 

removeFTPPortRange( names ) throws ObjectDoesNotExist, DeploymentError  

Allow FTP connections to use any free ports, for each of the named virtual servers.  

void removeFTPPortRange(  

   String[] names  

)  

 

removeRTSPPortRange( names ) throws ObjectDoesNotExist, 

DeploymentError  

Allow any free ports to be used for RTSP connections, for each of the named virtual 

servers.  

void removeRTSPPortRange(  

   String[] names  

)  

 

removeResponseRules( names , rules ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

For each of the named virtual servers, remove rules from the list that are run on server 

responses.  

void removeResponseRules(  

   String[] names  

   String[][] rules  

)  

 

removeRules( names, ru les ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

For each of the named virtual servers, remove rules from the list of rules that are run on 

client requests.  
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void removeRules(  

   String[] names  

   String[][] rules  

)  

 

removeSIPPortRange( names ) throws ObjectDoesNotExist, DeploymentError  

Allow any free ports to be used for SIP connections, for each of the named virtual servers. 

This setting is only used when the SIP virtual server is using 'Full Gateway' mode.  

void removeSIPPortRange(  

   String[] names  

)  

 

removeSSLClientCertificateAuthorities( names, values ) throws 

ObjectDoesNotExist, DeploymentError  

Remove certificate authorities for validating client certificates for each of the named virtual 

servers.  

void re moveSSLClientCertificateAuthorities(  

   String[] names  

   String[][] values  

)  

 

renameVirtualServer( names, new_names ) throws ObjectDoesNotExist, 

InvalidObjectName, DeploymentError, InvalidOperation  

Rename each of the named virtual servers.  

void renameVirt ualServer(  

   String[] names  

   String[] new_names  

)  

 

setAddClusterClientIPHeader( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether a 'X -Cluster -Client - Ip' header should be added to each HTTP request, for each 

of the nam ed virtual servers. The 'X -Cluster -Client - Ip' header contains the client's IP 

address.  

void setAddClusterClientIPHeader(  

   String[] names  

   Boolean[] values  

)  
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setApplicationFirewallEnabled( names, values ) throws InvalidInput, 

ObjectDoesNotExist, Invali dOperation  

For each of the named virtual servers, enable or disable the Zeus Application Firewall 

Module.  

void setApplicationFirewallEnabled(  

   String[] names  

   Boolean[] values  

)  

 

setBandwidthClass( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set the Bandwidth Class that each of the named virtual servers uses.  

void setBandwidthClass(  

   String[] names  

   String[] values  

)  

 

setCompressUnknownSize( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether each of the named virtual servers should compress documents with no given 

size.  

void setCompressUnknownSize(  

   String[] names  

   Boolean[] values  

)  

 

setCompressionEnabled( names , values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether each of the named virtual servers should compress web pages before sending 

to the client.  

void setCompressionEnabled(  

   String[] names  

   Boolean[] values  

)  

 

setCompressionLev el( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set the gzip compression level, for each of the named virtual servers.  

void setCompressionLevel(  
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   String[] names  

   Unsigned Integer[] values  

)  

 

setCompressionMIMETypes( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set the list of MIME types to compress, for each of the named virtual servers.  

void setCompressionMIMETypes(  

   String[] names  

   String[][] values  

)  

 

setComp ressionMaxSize( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set the maximum document size to compress, in bytes, for each of the named virtual 

servers. A document size of '0' means 'unlimited'.  

void setCompressionMaxSize(  

   St ring[] names  

   Unsigned Integer[] values  

)  

 

setCompressionMinSize( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set the minimum document size to compress, in bytes, for each of the named virtual 

servers.  

void setCompressionMinS ize(  

   String[] names  

   Unsigned Integer[] values  

)  

 

setConnectTimeout( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set the time to wait for data from a new connection, in seconds, for each of the named 

virtual servers. If no  data is received in this time, the connection will be closed.  

void setConnectTimeout(  

   String[] names  

   Unsigned Integer[] values  

)  
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setCookieDomainRewriteMode( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set how each of the named virtual servers should rewrite the domain portion of cookies set 

by a back -end web server.  

void setCookieDomainRewriteMode(  

   String[] names  

   VirtualServer.CookieDomainRewriteMode[] values  

)  

 

setCookieNamedDomain( names, values  ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set the domain to use when rewriting cookie domains, for each of the named virtual 

servers.  

void setCookieNamedDomain(  

   String[] names  

   String[] values  

)  

 

setCookiePathRewrite( names, values )  throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

For each of the named virtual servers, set the regex, and replacement for rewriting the 

path portion of a cookie.  

void setCookiePathRewrite(  

   String[] names  

   VirtualServer.RegexReplacement[] val ues  

)  

 

setCookieSecureFlagRewriteMode( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether each of the named virtual servers should modify the 'secure' tag of cookies 

set by a back -end web server.  

void setCookieSecureFlagRe writeMode(  

   String[] names  

   VirtualServer.CookieSecureFlagRewriteMode[] values  

)  

 

setDefaultPool( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set the default Pool that traffic is sent to for each of the named virtual servers.  
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void setDefaultPool(  

   String[] names  

   String[] values  

)  

 

setEnabled( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set whether each of the na med virtual servers is enabled (i.e. serving traffic).  

void setEnabled(  

   String[] names  

   Boolean[] values  

)  

 

setErrorFile( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set the file names of the error texts that each of the n amed virtual servers will send back 

to a client in case of back -end or internal errors.  

void setErrorFile(  

   String[] names  

   String[] values  

)  

 

setFTPDataSourcePort( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set the source  port each of the named virtual servers should use for active -mode FTP data 

connections. If 0, a random high port will be used, otherwise the specified port will be 

used. If a port below 1024 is required you must first explicitly permit use of low ports wi th 

the ftp_data_bind_low global setting.  

void setFTPDataSourcePort(  

   String[] names  

   Unsigned Integer[] values  

)  

 

setFTPForceClientSecure( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether each of the named virtual servers should require incoming FTP data 

connections (from clients) to originate from the same IP address as the corresponding 

control connection.  

void setFTPForceClientSecure(  

   String[] names  
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   Boolean[] values  

)  

 

setFTPForceServerSecure( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether each of the named virtual servers should require incoming FTP data 

connections (from nodes) to originate from the same IP address as the correspon ding 

control connection.  

void setFTPForceServerSecure(  

   String[] names  

   Boolean[] values  

)  

 

setFTPPortRange( names, range ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set the port range used for FTP data connections for each of the named virtual servers.  

void setFTPPortRange(  

   String[] names  

   VirtualServer.FTPPortRange[] range  

)  

 

setFTPSSLData( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set whether each of the named virtual servers should use SSL on the da ta connection as 

well as the control connection  

void setFTPSSLData(  

   String[] names  

   Boolean[] values  

)  

 

setKeepalive( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set whether each of the named virtual servers should allow clients to maintain keepalive 

connections.  

void setKeepalive(  

   String[] names  

   Boolean[] values  

)  
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setKeepaliveTimeout( names, values ) throws InvalidInput, ObjectDoesNotExist, 

DeploymentError  

Set the time that an idle keepalive connection should be kept open for, in seconds, for 

each of the named virtual servers.  

void setKeepaliveTimeout(  

   String[] names  

   Unsigned Integer[] values  

)  

 

setListenAddresses( names, addresses ) throws InvalidInpu t, 

ObjectDoesNotExist, DeploymentError  

Set the specific IP addresses and hostnames for each named virtual server to listen on.  

void setListenAddresses(  

   String[] names  

   String[][] addresses  

)  

 

setListenOnAllAddresses( names ) throws InvalidInput, Objec tDoesNotExist, 

DeploymentError  

Make each of the named virtual servers listen on all IP addresses.  

void setListenOnAllAddresses(  

   String[] names  

)  

 

setListenTrafficIPGroups( names, groups ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

For each  of the named virtual servers, set specific Traffic IP Groups for it to listen on.  

void setListenTrafficIPGroups(  

   String[] names  

   String[][] groups  

)  

 

setLocationDefaultRewriteMode( names, values ) throws InvalidInput, 

ObjectDoesNotExist, DeploymentError  

Set whether each of the named virtual servers should rewrite the 'Location' header. The 

rewrite is only performed if the location rewrite regex didn't m atch.  

void setLocationDefaultRewriteMode(  

   String[] names  

   VirtualServer.LocationDefaultRewriteMode[] values  






























































































































































































































































































































































































































































































































