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Overview

1.1 Introducing the Zeus traffic management product family

Zeus traffic management products provide high -availability, application -centric traffic
management and load balancing solutions . They provide control, intelligence, security and
resilience for all your application traffic. These product s are intended for organizations
hosting valuable business  -critical services, such as TCP and UDP -based services like HTTP
(w eb) and media delivery, and XM L-based services such as Web Services.

/71N

Content Transaction Application
Server Pool Server Pool Server Pool
Fig. 1. A typical cluster configuration

1.2 ProductVersions

Zeus traffic manage ment solutions are available in a variety of forms on different
platforms:

e As software, with various versions for supported Linux or Solaris operating systems
e As avirtual appliance, with various versions for VMware and Xen -based hypervisors

e As an Amazon Machine | mage ( AMlajticCloud Compite (E6G2) Amazonds
platform.
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e As a hardware appliance, bundled and preinstalled on a range of hardware platforms

Versions of this  manual are available for each of the above. Some instructions may only
apply to certain specific platforms ; this is noted in the manual.
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Getting Started

2.1 Network Architecture

Your traffic manager sits between the Internet and your back -end servers, acting as a
reverse proxy. It can be used in conjunction with a standalone firewall if desired. Traffic

received from the Internet is passed on to the most appropriate back -end to respond to
the request.

Content
P Server Pool
- - ’ \‘— -
/ AY
,» i
' Internet :, > | >
1 \ 2
NI T Transaction
Server Pool
Two or more
Traffic Managers @
Application
Server Pool
You may install two or more traffic managers in a clustered environment to provide full
fault -tolerance to individual hardware and software failures , although these clusters cannot

span EC2 regions . Atypical configuration will contain at least two traffi ¢ managers , and at
least two servers hosting the load -balanced application.

2.2 Prerequisites

Before you begin installation , you should ensure you have appropriate | icense keys for
each traffic manger instance youintendto create . Itis also useful to have one or more
test servers (e.g. webservers) that you can direct traffic to.

All Zeus software is administered using a web -enabled user interface. You should ensure
you are using one of the following web browsers for this purpose
e Internet Explorer - V.7 or greater,;

e Firefox - v.3 or greater;

e Safari - v.4or greater

INSTALLATION AND GETTING STARTED GUIDE®R ZEUS ON AMAZON E@
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In order to use Zeus software on EC2, you will need the following:
e An Amazon Web Services (AWS) user account
e A subscription to the EC2 version of the Zeus software you want to use
e Management tools that allow you to create and destroy EC2 instances, such as
Amazon's command line tools (ec2 -api-tools), Amazon's AWS management
console, or the ElasticFox Firefox  extension
More information on setting up an AWS account , including EC2 subscriptions , can be found

on the Zeus KnowledgeHub website ( http://knowledgehub.zeus.com ).
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Creating a Zeus instance

Before you begin, you should ensure that you have all the information discussed in section
2.2 (Prerequisites ) above.

Your Zeus software is packaged on EC2 as an Amazon Ma chine Image (AMI) . An AMlis a
template from which virtual machines can be created. In order to use the software you
must create one or more 'instances' of this AMI. Each instance is a Virtual Appliance, with

the Zeus software preinstalled. No other installation is necessary - all that is needed is to
log into the instance and configure it.

3.1 Before you begin

Your Zeus software is controlled through a web -based administration  interface. To access
this interface you will have to connect to TCP port 9090 on the virtual machine instance,

however traffic to this port is blocked by EC2's default firewall rules. In order to access

the administration interface you must create a new EC2 Security Group that allows traffic
to port 9090 to pass through the firewall. You only need to create the security group
once, but you must remember to apply it every time you launch a new virtual machine
instance. A security group cannot be added to a virtual machine instance after it is
launched.

The following example shows how you can use Amazon's command line tools to create a
security group called 'zeus  -admin -server' , which permits connections to port 9090 from
any address inthe  131.111.0.0/16  subnet:

ec2-add- group zeus - admin - server -d"Zeus Admin Server

ec2 - authorize zeus -admin - server -p9090 -s 131.111.0.0/16

Note: The above arguments are used for example purposes only . You should specify your
own security group  and subnet when running these commands . Port 9090 should be used
in all cases.

You will also need to open ports for each virtual server you create on your traffic manager.
For instance the following command creates a group that allows traffic to HTTP (port 80)

and HTTPS (port 443)  servers from any Internet address:
ec2-add-group http - https - d"HTTP and HTTPS servers"
ec2 - authorize http -https  -p 80

ec2 - authorize http - https - p 443

It is also possible to create security g roups using graphical management tools. In
ElasticFox, they are managed in the 'Security Groups' tab . In Amazon's AWS management
console, click the 'Security Groups' link in the 'Networking & Security' section of the
‘Navigation' panel.
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3.2 The default secur ity group

If you want all virtual machine instances that you create to have a particular port open by
default, you can add that port to the 'default’ security group, which is used if no other
group is specified at launch time:

ec2 - authorize default -p 80

Please note that doing this will allow connections to port 80 on any virtual machine
instance you launch, not just traffic manager instances, which may have unintended
consequences for the security of your other virtual machines . For this reason, it is best to
add the ports you  need to task -specific security groups, and only apply those groups to the
instances that need them.

3.3 Launching a virtual machine instance

Using your EC2 management tool, launch a new instance of the Zeus virtual machine
image you purchased. To do this you will need the AMI's ID code, which you should have
received when you purchased the Zeus software.

If you are using Amazon's command line EC2 management tools, you can start a new
instance using the following command:

ec2- run - instances <ami_id> -- user - data password=<secret>
-- group zeus -admin - server

where <ami_id> is the ID of the Zeus AMI you purchased and <secret> is the password
you would like to use to access the Zeus administration interface.  If you do not supply a
password, one will be assigned randomly, as described in Section 4.1.1 .

If you are using a graph  ical management tool, such as ElasticFox, select your Zeus product
in the list of available AMIs and create an instance of it by clicking the launch button. To
set the password, add the following line to the 'user data’ field in the launch dialogue:

password=<secret>
For more details refer to your management tool's documentation.

There are several configuration options that you can use to control how and where your
EC2 instances are created. For example, you can specify in which 'Availability Zone' the
instance should be created.

Availabil ity Zones are independent parts of Amazon's network, isolated from each other so
that the failure of one Availability Zone will not affect the others. To improve fault
tolerance you should ensure that your EC2 instances are located in different availability

zones. Depending on the Zeus product you purchased you may also be able to select how

much CPU power and memory your instance has. For more details on EC2 instance
parameters and how to set them, refer to Ama zon's EC2 documentation, or the
documentation for your management tools.
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3.4 Connecting to the administration interface

When you create a new EC2 instance, it will initially be listed as

‘pending’ while it starts

up. You can view the status of an instance using the following command:

ec2 - describe - instances

Wait until  the instance is listed as 'running' and make a note of the public DNS name or
public IP address associated with it. This is the address of the Zeus Admin Server .

Point your web browser at the following URL:

https:// <admin_server_address>:9090/

where <admin_server_address> is either the public DNS name or public IP address listed

by your management tool.

Verify that you can connect to the administration interface
proceed to Initial Configuration.

Note that before you are shown the Administration interface

using a web  browser, then

page, your web  browser may

report problems with the SSL certificate (either thatit cannot trust it, or that the hostname
in the certificate doesn't match the hostname in the URL). These can safely be ignored
the certificate  a self -signed certificate, and the hostname in the certificate may not match

the URL you have used to a  ccess it, since an instance's public

DNS name and IP address

are different from the private DNS name and IP address the instance uses within the EC2

network.

3.5 Removing an instance

You can terminate a traffic manager instance by clicking on the
Hardware Restart section of the System > Traffic Managers
confirm this action

Terminate € button inthe
page. You will be asked to

f Please note that the instance will be shut down and  permanently destroyed . You

will lose all configuration and data associated with that traffic manager.
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Initial Instance Configuration

4.1 Running the Initial Configuration wizard

A freshly -created Zeus instance  requires some basic information in order to function. This
information is requested over a series of steps that form the Initial Configuration wizard.
You can access this wizard by entering the Admin Server URL into your web browser . The
first screen of  the wizard should appear

Initial configuration, step 1 of 7

1. Welcome to your Zeus software

Welcome to your Zeus software.

The following pages will guide you through the process of setting up your Zeus EC2 Virtual Appliance for
basic operation. This should only take a few minutes. Some initial settings will be required - please see the
Getting Started Guide if you need any help.

Fig. 2. Step -by - step configuration process
Click Next tobegin the initial configuration of your appliance.

4.1.1 Enter the admin user password

In this step you will be asked to enter the admin user password. This is to verify that you
are the person who launched the instance and to prevent an attacker from gaining control
of a newly -launched instance.

e If you pre -configured an admin user password (see Section 3.3), enter that
password here:

Initial configuration, step 2 of 6

2. Enter administrator password

Please enter the administrator password you specified when you launched this instance.

Password: ]I
<-Back ] Next -> I

Fig. 3. Enter your pre  -configured admin password
e Ifyoudid notpre -configure an admin password, a random password will have been
generated for you and printed in the in stance's EC2 console log. The console log is
only available to the Amazon account which created the instance, so this is a
secure way to ensure that you are autho rized to configure the instance
Retrieve the randomly generated password from the console lo g and enter it in the

wizard:
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Initial configuration, step 2 of 7

2. Enter administrator password

You did not provide any user data when you created the instance. This traffic manager has therefore been
configured using default settings. To ensure it remains secure, a random password has been generated which
has been printed to the EC2 instance console.

You can view this instance's console using the standard EC2 command line tools (note that it can take EC2
several minutes to update the console output):

ec2-get-console-output i-8cc573ed

Password: ||

<- Back Next ->
Fig. 4. Enter your generated admin password
To view the console log click the 'Console output' button in your graphical EC2
management tool or run the following command:

ec2 - get - console - output <instance_id>
where <instance_id> is the unique ID of the instance you are trying to configure.

Please note that there can be a delay of several minutes after instance creation before the
console output is available from EC2.

If you did not pre  -configure an admin password, you will have t he opportunity to set one
later in the configuration wizard.

4.1.2 Accept the License Agreement
In this step you will be asked to read and accept the End User License Agreement:

Initial configuration, step 3 of 6

3. Zeus Software License agreement

Use of this software is subject to the following End User License Agreement:

ZEUS TECHNOLOGY LIMITED
End User License Agreement

for Zeus Traffic Manager, Zeus Load Balancer and

Zeus Simple Load Balancer

This end user software license agreement ("Agreement"”) is made between

Fig. 5. End User License Agreement
Please read the agreement fully . If you agree to its terms , ensure the 4 accept the
licenseagreement 6 checkbox i s s e Nexic toeahtingen.dYouo Wwili notke able to
proceed with the wizard , and thus unable to use the software, if you do not accept the

license agreement.
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4.1.3

4.1.4

415

EC2 Account Settings

In this step you will be asked to enter your Amazon AWS Access Key ID and Secret Access

Key. Your Zeus software uses EC2's Elastic IP addresses to provide fault tolerant Traffic IP
addresses for your services.

The Access Key ID and Secret Access Key are needed to allow the Zeus software to
communicate with EC2, in order to create, configure and delete Elastic IP addresses.

Initial configuration, step 4 of 6

4. EC2 Account Settings

In order to provide fault tolerance, the software needs your EC2 account information so it can manipulate
Elastic IP addresses. Leave the fields blank if you do not want to use fault tolerance.

EC2 Access Key ID: |
EC2 Secret Access Key:

<-Back | MNext-> |

Fig. 6. EC2 account settings
If you do not want to use fault tolerance you can leave these fields blank. If you later
decide to use fault tolerance you can enter your Access Key ID and Secret Access Key by

going to the Global Settings page in the Administration Se rver.

Date and time settings

This page allows you set the time zone for your Zeus instance. Setting this correctly will

ensure that any logs and diagnostic messages generated by the traffic manager have the

correct timestamps:

Initial configuration, step S of 6

5. Date and Time Settings

Please specify the time zone for this appliance.

Time Zone: | Americailos Angeles ﬂ

Fig. 7. Select your time zone

Admin password

If you did not pre -configure an admin password when you launched the  instance, this step
allows you to choose one. The admin password is used when configuring the appliance via
a web browser, or when logging into the appliance via SSH (with the username 'admin’):
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Initial configuration, step 6 of 7

6. Admin Password

A master 'admin' user is created that you can use to log in to the Administration Server and ssh console.
Please choose a password for this user.

Enter Password: ||

Confirm Password: |

Fig. 8. Specify your desired admin password
This step will not be shown if you pre -configured an admin password when you
launched the instance.

4.1.6 Summary

The initial configuration wizard will now show you a final summary of the settings you have
configured.  If you wish to make any changes, use the Back button to s kip back through
the wizard to the appropriate page:

Initial configuration, step 7 of 7

You have specified the following EC2 Account Settings:
Access Key ID: Not Set

Secret Access Key: Not Set

Your date and time settings are:

Date: 15 October 2008
Time: 06:38:27
Time Zone: America/Los_Angeles

To pre-configure another Zeus EC2 instance using these settings, specify the following user data at launch:

password=<Admin Password>
timezone=America/Los_Angeles
accept license=Yes

To make a new Zeus EC2 instance cluster with this one, use the following user data:

cluster host=donU-12-31-39-00-3D-DZ.compute-1.internal
password=<Admin Password for this Instance>

The information above can be found on the Systern -> Traffic Manager page after completing the wizard.

To store these settings, press 'Finish'. To change your settings, press 'Back’.

<- Back | Finish |

Fig. 9. Configuration Summary
The EC2 instance settings for this traffic manager will be displayed on the System >
Traffic Managers page once initial configuration has been completed
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If you are satisfied with your settings, click the Finish button . You will then be shown a
confirmation page:

Initial configuration, finished

Setup finished

Your traffic manager is now being reconfigured with the settings that you have provided.

I(: Please wait while your traffic manager is configured

You will be automatically redirected to the administration server when it is available. Click here if you are
not redirected. You can log in with the username 'admin' and the password that you chose.

Fig. 10. Initial configuration is complete

After a short wait, while your traffic management software is configured, you will be
redirected to the login page of the Zeus Admin Server. Log in using the username "admin”

and the admin password, either the password you pre  -configured when you launched the
instance, or the one you set in the initial setup wizard.

4.2 Pre-configuring the Zeus software at launch time

One important benefit of EC2 is that you can create new instances quickly, for example to
respond to a sudden increase in website traffic. To take advantage of this, you can pre -
configure all the settings requested by the initial setup wizard when you launch the
instance, avoiding the need to go through the wizard manually. You can also instr uct the
new instance to join an existing traffic manager cluster automatically after it starts up.

Configuration settings are specified as key=value pairs, separated by  whitespace, which
correspond to the different questions in the wizard. The following t able lists the basic
configuration parameters, corresponding to questions in the initial configuration wizard:

password admin user password

accept_license accept the Zeus End User License Agreement (y/n)

access_key _id AWS Access Key ID

secret_access_key AWS Secret Access Key

timezone Admin  Server timezone (e.g. Europe/London,
defaults to America/Los Angeles)

If you do not provide values for at least the password and accept_license parameters,
the startup wizard will run and prompt you to set the missing parameters manually.

The following table lists parameters used for cluster joining:

cluster_host private DNS name of a member of an existing cluster
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