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Introduction  

1.1 Introducing Zeus Traffic Manager  

Zeus Traffic Manager  is a high -availability, application -centric traffic management and load 

balancing product. It provides control, intelligence, security and resilience for all your 

application traffic. Zeus Traffic Manager  is intended for organizations hosting valua ble 

business -critical services, such as TCP and UDP -based services like HTTP (w eb) and media 

delivery, and XML -based services such as Web Services.  

Zeus Traffic Managerôs unique architecture ensures it can handle large volumes of network 

traffic efficientl y. Its TrafficCluster TM scalability allows you to add more front -end traffic 

managers or back -end servers to your cluster as the need arises. The cluster size is 

unlimited, and the performance of the traffic manager  grows in line with the performance 

of th e hardware.  

Zeus Traffic Manager  is a highly capable solution which can also be adapted and extended 

as new requirements arise. Using the TrafficScript language you can write tailored traffic 

management rule s to inspect, manage and route requests and responses. TrafficScript 

rules can manage connections in any TCP or UDP -based protocol.  

Zeus Traffic Manager  is secure out -of - the -box, and is hardened against intrusion and 

Denial -of -Service (DoS) attacks. It inc orporates the fastest and strongest SSL encryption 

technologies, and can efficiently decrypt and encrypt large numbers of SSL connections. 

TrafficScript rules, security policies and other content -based calculations can be applied to 

the encrypted request w hile retaining full end - to -end security.  

For critical, high -availability solutions, Zeus Traffic Manager  offers TrafficCluster TM 

redundancy. This allows you to have unlimited numbers of active and standby front -end 

servers. If one of your active machines f ails, a standby traffic manager will be 

automatically brought into action;  in the case of subsequent failure, more standby servers 

are available to take up the load. This ensures that there is no single point of failure in the 

system.  

A centralized web -based administration console monitors and manages each traffic 

management unit in your service infrastructure.  

1.2 The TrafficScript language  

Zeus Traffic Manager  can be customized using custom traffic management rules. These 

rules  are created using a scripting language called TrafficScript.  

TrafficScript rules are executed whenever a new connection or network request  is received , 

and whenever it receives a response from a node. The rules can inspect the incoming and 

outgoing data i n the connection, and other aspects such as the remote client address.  

The TrafficScript rules can then modify the request or response (for example, rewriting the 

URL or headers  in an HTTP request), set sessi on persistence  parameters, or decide  how to 

route  the request to the most appropriate pool.  
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Fig. 1.  Analyzing  and managing  traffic using TrafficScript rules  

This makes it possible to control precisely how traffic is using rules designed to meet to 

your own hosting requirements.  

Using TrafficScript it is extremely easy to perform any of these traffic management tasks:  

¶ Inspect incoming or outgoing traffic and r ewrite it fully or in part as 

desired.  

¶ Restrict a website to a certain range of IP addresses.  

¶ Apply selective management to elements such as web spiders.  

¶ Enable or disable functions for a given request or response (such as 

compression)  

¶ Retry request that g enerate errors a maximum number of times.  

¶ Future -proof your services against any change in the back -end 

components of the system.  

¶ Work around broken links and content on your website.  
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1.2.1 TrafficScript Examples 

The following TrafficScript rule can be used with HTTP requests.  It handles the request as 

follows:  

¶ Requests for ówww.zeus.co.ukô are rewritten to ówww.zeus.com'; 

¶ Requests for .jsp pages are routed to a set of application servers (the pool named 

JSPServers );  

¶ Requests f or URLs beginning ó/secureô are only allowed during office hours. 

 

# Rewrite host header if necessary  

if( http.getHeader( "Host" ) == "www.zeus.co.uk" ) {  

  http.setHeader( "Host", "www.zeus.com" );  

}  

 

$path = http.getPath();  

 

# Give .jsp requests to the óJSPServersô pool 

if( string.endsWith( $path, ".jsp" ) ) {  

  pool.use( "JSPServers" );  

}  

 

# Deny access to /secure outside office hours  

if( string.startsWith( $path, "/secure" ) ) {  

  if( sys.time.hour() < 9 || sys.time.hour() >= 18 ){  

    connection.discard();  

  }  

}  

 

The next rule can be used with HTTP responses.  It processes the response as follows:  

¶ If the status code is 404 or 5xx, retry the request a maximum of 3 times;  

¶ If the response contains references to www.zeus.co.uk , rewrite it by changing 

these references to www.zeus.com . 

$code = http.getResponseCode();  

if( $code == 404 || $code >= 500 ) {  

  if( request.getRetries() < 3 ) {  

    # Avoid the current node when we retry,  

    # if possible  

    request.avoidNode( connection.getNod e() );  

    request.retry();  
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  } else {  

    http.sendResponse( "312 Redirect", "text/plain",  

      "", "Location: /" );  

  }  

}  

 

# We're only going to process text/html responses, so  

# break out of the rule if the response is of a  

# different type...  

if( http.getResponseHeader(  

      "Content - Type" ) != "text/html" ) break;  

 

# Note: need to prevent node giving compressed  

# responses Should use  

# http.removeHeader( "Accept - Encoding" ) in  

# request rule  

$response = http.getResponseBody();  

 

if( string. contains( $response,"www.zeus.co.uk" ) ) {  

  $response = string.regexsub( $response,  

         "www.zeus.co.uk", "www.zeus.com", "g" );  

  http.setResponseBody( $reponse );  

}  
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1.3 Application of Rules 

There are many occasions  when you might use a TrafficScript rule . 

Rules are used by a virtual server to choose a pool to handle a request. The rule can 

inspect any part of the request, possibly modify it, and decide which pool should handle 

the request.  

¶ You can use a rule to dict ate session persistence  information to a pool. After 

inspecting the request the rule can use the connection.setPersistenceKey()  

function to provide a string to persist on. This string  is used by the Universal  

session persistence method to identify the session the request belongs to.  

¶ Rules can be used to check the response from the server and modify it, or even 

retry the request (if possible) if a transient error was detected.  

¶ If you us e various back -end systems with different presentation styles or even 

different protocols, rules can be used to integrate them into a single, coherent and 

consistent service.  Incoming requests can be rewritten into the format suitable for 

the required ser vice, and responses can be rewritten into a single, consistent form.  

¶ For example, HTTP requests that involve a database lookup can be rewritten into 

SOAP request for a Web Service; the XML response can then be transformed into a 

suitable HTML document to return via HTTP.  

¶ Rules can override the classes assigned to a connection by the virtual server or the 

pool.  This way, they can specify custom behaviour for each connection; 

connections to a slow resource can be given a longer response time tolerance for 

example.  Classes you can assign in this way include Service Level Monitoring , 

Session Persistence  and Bandwidth Management . 

¶ Service protection classes  can use rules. If you have associated a service 

protection class with your virtual server, it inspects the incoming packets. The 

class may use a rule to check the packet for a match with known web worms  or 

viruses . This r ule is executed before the main processing of the virtual server is 

carried out.  

1.4 Using a TrafficScript Rule  

TrafficScript rules are stored in the Rules Catalog.  You can create rules here, modify or 

duplicate them, and delete unu sed rules as required.  

A virtual server processes traffic, and you can configure the virtual server to execute one 

or more rules from the catalog each time it receives a new connection.  

This way, several different virtual servers can use the same rule, and  modifications to the 

rule take effect on all virtual servers.  
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To use the TrafficScript functionality you need to:  

1.  Create a new rule in the catalog.  

2.  Configure your virtual server to use the rule ( Virtual  Servers , edit the server, 

then go to Rules ).  

1.4.1 Create a Rule in the Catalog  

1.  Click the Configure  button in the tool bar. Go to the Catalogs  tab, then click 

Rules Catalog .  

2.  Below Create New Rule , enter a name for your rule. To write the rule in 

TrafficScript select t he TrafficScript Language  option, then click Create Rule .  

 

Fig. 2.  3 simple steps to create a new rule  

3.  This takes you to the TrafficScript editing page. Here you can enter a text 

description of the rule, and type the rule. You may wish to write  the rule in a 

separate text editor before pasting it in.  

You can click the TrafficScript Help  link to view the quick function reference, and 

use the Check Syntax  button to check your rule.  

4.  When you have finished, click the Update  button to save your edits . 

Note that some TrafficScript functions are only appropriate in request rules or in response 

rules. For example, a function that modifies a parameter of a request will have no effect if 

used in a response rule (as the request has already been submitt ed to a node).  Please 

refer to the documentation for each function in this manual, or in the online help.  

1  

2  

3  
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1.4.2 Configure a Virtual Server to Use a Rule  

The new rule has been successfully created, but is no t yet being used by any virtual 

servers. To configure a virtual server to use the rule, follow the instructions below.  

1.  Go to the Virtual Servers > Edit  page for your virtual server. You can do this by 

clicking the Configure  button, then the Virtual Servers  tab. Click on the name of 

your virtual server.  

2.  Now click on Rules . This presents you with a list of request rules and a list of 

response rules currently in use for that virtual server. You can choose new rules to 

add to each list from the drop -down select ion at the end of each list.  

 

Fig. 3.  Applying a rule to a virtual server  

3.  Rules are executed in a specified order. If the first rule does not make a final 

decision about a request or response, the second rule is tested, etc. You can drag 

rules up and down to re -order the list.  
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4.  For non -http protocols, you can specify whether the rule should be executed just 

once (against the first request or response), or against every request and response 

in the protocol dialogue.  

This option is not necessary for HTTP virtual  servers because HTTP is a single 

request - response protocol, and requests within a keepalive connection are 

processed independently.  

 

You can test the effect of a new rule by enabling and disabling it for your test virtual 

server.  
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TrafficScript Syntax  

TrafficScript is the scripting language provided by Zeus Traffic Manager . An administrator 

can create TrafficScript rules to process requests, implementing suitable logic to ensure 

that requests are handled in the most appropriate  way.  

TrafficScript is similar to many other programming or scripting languages, such as C or 

Perl.  This chapter describes the syntax of the language.  

2.1 Statements  

A command in TrafficScript is called a statement .  Each stat ement ends with a semicolon 

ó;ô, and a TrafficScript rule typically contains several statements. 

http.setHeader( "Host", "secure.mysite.com" );  

pool.use( "mypool" );  

 

Any text between a ó#ô and the end of the line is called a comment  and is ignored.  

# Writ e a message to the error log file  

log.info( "Starting to run rule now!" );  

 

$body = http.getBody( ); # get the POST data  

 

2.2 Constants  

TrafficScript allows you to specify integer, floating point and string values:  

¶ Integers : sequences of digits, such as ó23ô; hex format (0xff) and octal format 

(\ 377) are also supported.  

¶ Floating point : decimal point (3.14) and scientific (5.6e -2) notations are both 

supported.  

¶ Strings :  strings are character sequences, enclosed by " (double) quo tes  or ' 

(single) quotes .   

In double -quote d strings, s pecial characters can be escaped using the standard ó\ô 

notation (for example, ñ\ nò is a newline character) , using  octal notation ( ñ\ 012 ò is 

also a newline)  or using hexadecimal notation (ñ\x0Aò is a newline) . 

In single -quote d strings, no escaping is performed.  For example, ó\nô is not 

converted to the newline character; in fact, it is not possible to embed a newline 

character in a single quoted string.  
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In both types of string, for improved readability , strings can be broken across lies 

using a single ó\ô followed by a newline: 

# The following two lines both create the string óHello worldô 

 

$single = 'Hello \  

world';  

 

$double = "Hello \  

world";  

 

 

You need to be aware of escaping rules when writing regul ar expressions in TrafficScript.  

For example, in a double -quoted TrafficScript string, the character ó\ô automatically 

escapes the next character, so if you want a literal ó\ô in your string, you need to double-

escape it ó\ \ô.  For this reason, regular ex pressions are often written using single -quoted 

strings.  

2.3 Variables  

Variables are used in TrafficScript to store values while the rule is executed.  

A variable  can store an integer, floating point or string value.  The value i s interpreted as 

the correct type depending on its context.  

Variables have global scope, and exist for the duration of the execution of the rule.  Values 

stored in variables are discarded when the rule completes.  

Variable names always start with the ó$ô character, and the value of a variable is set by the 

assignment operator ó=ô. 

Variables are immutable in TrafficScript i.e they are never directly modified by functions, a 

copy of the argument is modified.  

$path = http.GetPath();  

$bytes = connection.getDataLen();  

$pi = 3.14157;  

 

2.4 Expressions 

Expressions  in TrafficScript are created from combinations of literal values, variables, 

evaluated functions and operators.  Expressions are evaluated when the rule is e xecuted.  
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Expressions can be used to:  

¶ Construct complex strings from several different values;  

¶ Create complex tests for óifô conditions or ówhileô loops; 

¶ Perform mathematical calculations.  

An expression can be used anywhere a literal value (or variable) wou ld be suitable.  

Youôd normally see expressions: 

¶ In assignment statements, assigning a value to a variable;  

¶ In conditions ï óif/elseô statements and ówhileô loops; 

¶ As function arguments.  

For example:  

$message = "The URL path is " . http.GetPath();  

$four = 2  + 2;  

 

# Sets $ratio to "75%" (for example)  

$ratio = ( $a / ($a + $b) * 100 ) . "%";  

 

$contentLength = http.getHeader( "Content - Length" );  

if( $contentLength > 1024 * 1024 ) {  

  log.warn( "Large request body: ".$contentLength );  

}  

 

2.4.1 Operators  

Expressions are constructed from operands (variables, literal values, etc.) and operators.  

Operators perform calculations or tests on their operands.  

Operands in an expression are automatically promoted to the appropriate type:  string, 

integer or float in accordance with the typecasting rules described in section 2.4.2 .  The 

following operators can be used:  

Mathematical 

The operators ó+ô, ó-ô, ó*ô and ó/ô treat their operands as integers or doubles and add, 

subtract, multiply or divide them.  

The prefix operator ó-ô promotes its operand to an integer or double and returns its 

negation.  

4 + 7.5 * $a 
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- $b / $c ï 1 

 

The modulus operator ó%ô takes integer operands, and calculates the remainder after 

division.  

7 % 3    # Returns 1  

3 % 7    # Returns 3  

 

String Concatenation 

The operator ó.ô promotes its operands to strings and concatenates them.  

"The message is " . $bytes . " bytes long."  

( $a / ($a + $b ) * 100 ) . " percent"  

 

The ó.=ô operator appends its second operand to the first: 

$message = "The name is ";  

$message .= "Bond, James Bond";  

 

Comparison 

The operators ó==ô, ó!=ô, ó>ô, ó<ô, ó>=ô and ó<=ô compare their operands and return 0 

(false) or 1 (true).  If both arguments are strings, a string comparison is performed; 

otherwise the operands are promoted to integ ers or floats and compared.  The typecasting 

promotion rules are described in section 2.4.2  

1 > 3.14      # false  

"99" > 100    # false (performs integer comparison)  

"99" > "100"  # true (performs string comparison)  

$a == $b      # are the values of $a and $b the same?  

 

Boolean 

The operators ó&&ô and ó||ô perform boolean óandô and óorô tests.  The prefix operator ó!ô 

performs a B oolean ónotô test. 

These operators treat their operands as either ótrueô or ófalseô, and return 1 (true) or 0 

(false):  

¶ A non -zero number operand or non -empty string operand is ótrue ô; 
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¶ A zero number operand or empty string operand is ófalseô. 

 

"foo" && !0              # true  

( 1 < 2 ) && ( 3 < 4 )   # true  

$a || $b                 # true if $a or $b is true  

 

Increment/Decrement 

$foo++  increment $foo after it has been referenced  

$foo --   decrement $foo after it has been referenced  

++$foo   increment $foo before it has been referenced  

-- $foo   decrement $foo before it has been referenced  

$foo += 5  add 5 to the value of $foo ie $foo = $foo + 5  

$foo -=  5 subtract 5 from the value of $foo ie $foo = $foo -  5 

Bitwise operators 

The operators ó&ô (bitwise-AND), ó|ô (bitwise -OR) and ó^ô (bitwise-XOR) perform bitwise 

operations on their integer arguments.  Strings and floats are typecast to integers using 

the typecasting rules in section 2.4.2  

0x1234 & 255             # 0x34  

1 | 2 | 4                # 7  

1 ^ 3                    # 2  

 

The prefix operator ó~ô (bitwise-NOT) performs a bitwise NOT on its integer argument.  

~1 & 0xffff              # 65534  

 

The bitwise left -  and right -shift operators (ó<<ô and ó>>ô) perform left and right bit-shifts 

on their integer argument.  

1 << 2                # 4  

2 >> 1                # 1  
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Precedence 

Complex expressions follow the standard rules of precedence.  Parentheses ó(ô and ó)ô can 

be used to  group sub -expressions.  

2.4.2 Type Casts in TrafficScript  

Variables in TrafficScript can contain data of various types: integer, floating point (double) 

or string.  TrafficScript automatically casts (converts) values and variables into the correct 

type when you evaluate an expression or call a function:  

Value:  Cast to integer :  Cast to double :  Cast to string :  

14  (integer)  14  14.0  "14"  

3.25  (double)  3 3.25  "3.25"  

3.75  (double)  4 3.75  "3.75"  

"abcde" (string)  0 0.0  "abcde"  

"3.25"  (string)  3 3.25  "3.25"  

"3.75"  (string)  4 3.75  "3.75"  

"14str"  (string)  14  14.0  "14str"  

"3.2.7"  (string)  3 3.2  "3.2.7"  

 

Strings and doubles are rounded up or down to the nearest integer value when they are 

cast to integers.  

$int = 10;  

$double = 2.71828;  

 

string.len( $int );    # casts to string, returns 2  

string.len( $double ); # casts to string, returns 7  

 

# Set $string to "10, 2.71828"  

$string = $int . ", " . $double;  
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# Convert $string to a number, and add 4:  

$r = $string + 4;  # $r is 14  

 

2.5 Conditionals   

TrafficScript provides óifô and óif/elseô statements for conditional execution.  The condition is 

an expression, which is evaluated.  

The return value of the expression determines whether the condition is ótrueô or ófalseô: 

¶ A non -zero number or non -empty string is ótrue ô; 

¶ A zero number or empty string is ófalseô. 

 

if( <condition> ) {  

  <statement list>  

}  

or  

if( <condition> ) {  

  <statement list>  

} else {  

  <statement list>  

}  

 

The condition is evaluated.  If it is true  (the value is non -zero, or is a non -empty string), 

the first statement list is executed.  If it is false , the second statement list is used (in the 

case of an óif/elseô conditional). 

$path = http.getPath();  

if( st ring.startsWith( $path, "/secure" ) ) {  

  pool.use( "secure pool" );  

} else {  

  pool.use( "non - secure pool" );  

}  
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2.6 Loops 

A body of code can be executed a number of times using a loop. TrafficScript supports 

óforô, ódoô and ówhileô loops. 

2.6.1 ôforõ loops 

A óforô loop contains an initialization step, a test and an increment step, bracketing the 

body of code to be executed on each iteration:  

for( <initialization> ; <condition> ; <increment> ) {  

   <statement list>  

}  

 

For example:  

for ( $count = 0; $count < 10; $count++ ) {  

   log.info( "In loop, count = " . $count );  

}  

 

This loop will print the message 10 times, with $count  running from 0 to 9.  

2.6.2 ôwhileõ loops 

The ówhileô loop evaluates a condition, and while the condition is ótrueô, it executes the 

enclosed block of code:  

while( <condition> ) {  

   <statement list>  

}  

 

For example,  

$count = 0;  

while( $count < 10 ) {  

   log.info( "In loop, count = " . $count );  

   $count = $count + 1;  

}  

 

This loop will print the message 10 times, with $count  running from 0 to 9.  
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2.6.3 ôdoõ loops 

The ódoô loop executes the enclosed block of code, then checks the condition.  It repeats 

the code while the condition evaluates to true:  

do {  

   <statement list>  

while( <condition> );  

 

For example:  

$count = 0;  

do {  

   log.info( "In loop, count = " . $count );  

   $count = $count + 1;  

} while( $count < 10 );  

 

This loop will print the message 10 times, with $count  running from 0 to 9.  

TrafficScript contains a number of helper functions to manipulate complex data, such a s 

HTTP requests or long strings.  Consequently, it is rarely necessary to use loops in 

TrafficScript.  

2.7 Other flow control  

The 'break' and 'continue' statements can be used to restart or exit loop or rules 

processing.  

Inside a while loop, 'break' causes exec ution of the loop to stop; execution continues to 

the statement after the loop.  'continue' causes the loop code to restart.  

Inside a rule (i.e., outside any containing loops), 'break' causes execution of the rule to 

stop; execution proceeds to the next Tr afficScript rule.  'continue' causes the rule to be 

restarted from the beginning.  

For example:  

# We're only interested in processing HTTP text/html  

# responses...  

 

$mime = http.getResponseHeader( "Content - Type" );  

if( !string.startsWith( $mime, "text/html"  )) break;  

 

# proceed with processing for text/html...  
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2.8 Complex Data Types  

TrafficScript scripts can access two persistent associative arrays (also known as maps, 

tables or hash tables).  

2.8.1 The global associative array  

The global array can be accessed using the data.set()  and data.get()  functions.  Data 

that is set in this array is persistent, and can be read from a later script.  This array is of 

fixed size (the size is defined by the global setting ótrafficscript!data_ size ô); when it fills 

up, you cannot add further entries without first removing some.  

Maintaining the array  

Elements are added and looked up using the data.set() and data.get()  functions.  

Individual elements can be deleted using the data.remove()  function . 

You can determine the amount of memory in use by the global array using 

data.getMemoryUsage() , and delete all entries in the array using the data.reset()  

function.  You can delete a subset of the entries using data.reset( "prefix" ) . 

For example, if you wish to store several different types of data globally, you should use a 

consistent prefix to start the name of each key.  Then, if you need to free memory, you 

can easily delete all of the data that is stored one particular purpose (for example, a global 

cache that grows continually, but can safely be deleted and reconstructed if necessary).  

Example: An indexed array  

You can use the global associative array to create an indexed array named ómyarrayô as 

follows:  

# Declare a subroutine to calculate factorial s  

sub factorial( $n ) {  

   if( $n == 0 ) return 1;  

   return $n*factorial( $n - 1 );  

}  

 

# Put entries into the array  

$c = 0;  

while( $c <= 10 ) {  

   $msg = "Did you know that ". $c ."! is ". factorial( $c ) ."?" ;  

   data.set( "myarray".$c, $msg );  

   $c++;  

}  

 

# Look up several entries.  Note: the 1000th entry is empty  

$msg = "";  

$msg .= "Index 5:    ".data.get( "myarray5" )." \ n";  




























































































































































































































































































































































































































