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1.2

Introducing This Manual

This manual contains instructions for advanced configu ration of the Zeus traffic
manage ment family of solutions . You will also find the Installation and Getting Started
Manual useful as an introduction to installing Zeus products and performing basic

configuration to load  -balance services.

There are several versions of the Installation and Getting Started Manual , and you
should refer to the version appropriate for the product and version you are installing.
This manual describes the functionality of Zeus traffic management  and uses screenshots

from version 6.0.

Introducing the Zeus traffic management product family

Zeus traffic management products provide high -availability, application -centric traffic
management and load balancing solutions . It provides control, intelligence, security and
resilience for all your application traffic. Zeus traffic manage ment is intended for
organizations  hosting valuable business -critical services, such as TCP and UDP  -based
services like HTTP (web) and media delivery, and XML -based services such as Web
Services.

Zeus' unique process architecture ensures it can handle large volumes of network traffic
efficiently. Its TrafficCluster ™ scalability allows you to add more front -end traffic managers
or back -end servers to your cluster as the need arises. The cluster size is unlimited, and

the performance of the traffic manager grows in line with the performance of the
hardware.

Zeus traffic management products are highly capable solution s which can also be adapted
and extended as new requirements arise. Using the TrafficScript language and Java
Extensions you can write sophisticated, tailored traffic management rules to inspect,
transform, manage and route requests and responses. TrafficScript rules can manage
connections in any TCP or UDP  -based protocol.

Zeus traffic manage ment is secure out -of-the-box, and is hardened against intrusion and
Denial -of-Service (DoS) attacks. It incorporates the fastest and strongest SSL encryption
technologies, and can efficiently decrypt and encrypt large numbers of SSL connections.
TrafficScript rules, security policie s and other content -based calculations can be applied to
the encrypted request while retaining full end -to -end security.

For critical, high -availability solutions, Zeus offers TrafficCluster ™ redundancy. This allows
you to have unlimited numbers of ac tive and passive standby front -end servers. If one of
your active machines fails, a standby server is  automatically br ought into action; in the
case of subsequent failure, more standby servers are available to take up the load. Th is
ensures that there is no single point of failure in the system.
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1.2.1 Typical Deployment
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Fig. 1. A typical deployment of Zeus traffic management using a cluster

1.3 Zeus traffic management product versions

Zeus traffic management solutions are available in a variety of software and appliance
configurations. All configurations share the same core Zeus traffic management software,
but different versions may provide different levels of functionality depending on the

enabling license key.

This manual documents the full functionality of the Zeus traffic management software. It
may describe features and capabilities that are not present in the version of the product
you are using.

For example,
e TrafficScript is not enabled in some entry -level versions of the product . However,
simple traffic management rules can still be created using the RuleBuilder.
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13.1

1.4

e The Zeus Load Balancer product can only be clustered in Active -Active or Active -
Passive mode. Larger TrafficClusters are not possible.

e Content Caching, Service Level Monitoring , Java Extensions and Bandwidth
Management are optional product capabilities and may not be enabled in your

particular configuration.

e |IP Transparency may not be available in all configurations depending on t he

underlying operating system functionality.

Your product version specifications will describe which capabilities are enabled in your
software or appliance. The Installation and Getting Started Guide supplied with your

version will also provide furtherd etails.

Supported platforms

Zeus traffic management software

Zeus traffic management software can be deployed on a range of platforms, on physical or
virtual servers. Please refer to the release notes and documentation on  www.zeus.com _ for

up -to -date platform requirements.

Virtual Appliances

Zeus provides Virtual Appliance packages for

VMware (Virtual Infrastructure 3 and

vSphere) and Xen-based (Citrix XenServer 5.5 and OracleVM 2.1 ) hypervisors .

Cloud Computing

Zeus traffic management solutions runinAmazon 6 s EIl asti c Compu platfor@l. oud
Instances are charged by the hour using the DevPay payment system. Standard and

premium support is also available using DevPay.
more information on Zeus and EC2.

Chapter Outline

2 Network Layouts

Please visit http://www.zeus.com/ec2 for

Chapter 2 discusses the network configuration you will need in a successful traffic -

managed server farm. It covers hardware
addresses and DNS  entries.

3 Initial Configuration

requirements, the layout of the network, IP

Chapter 3 explains the concepts of  the Zeus traffic management architecture , including its
system of Virtual Servers, Pools and Rules. It describes how to start managing your first

service.

(EC2
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4 Virtual Servers

Virtual Servers are one of the two fundam ental configuration concepts in Zeus traffic
management software . Chapter 4 describes Virtual Servers in more detail.

5 Pools

A Pool is the second of the two fundamental configuration concepts in Zeus traffic
management software . Chapter 5 describes Poolsin more detail.

6 Traffic IP Groups and Fault Tolerance

Fault Tolerance 1 resilience to failures of back  -end servers or individual traffic manager
systems 1 is covered in this chapter.

7 Key features in the Zeus Administration Interface

Now that you have a basic traffic manager system running, this chapter covers Zeus®
performance monitoring and diagnosis functions and other tools in the Zeus Administration
Interface .

8 TrafficScript Rules

Chapter 8 introduces the TrafficScript language, used for writing rules to manage your
traffic. It explains how to create rules and gives some examples. A separate TrafficScript
Manual describes Zeus 6TrafficScript capability in full detail

9 JavaExtensions

Chapter 9 describes Zeus' Java Extensions, allowing you to invoke Java code from
TrafficScript. A separate Java Development Guide describes Zeus0O Java Extensions
capability in full detail.

10 Protocol support

Some protocols can benefit from specific support, and chapter 10 describes special
protocol handlers in ~ Zeus traffic manage ment products

11 Session Persistence

Chapter 11 describes Zeus 0 session persistence features. It outlines some useful session
persistence strategies and explains how it is set up with in the product

12 SSL Encryption

Chapter 12 deals with SSL decryption of incoming traffic, and encryption of re quests being
sent to the back -end servers. It describes how to set up SSL certificates , authorities and
revocation lists  with in the product and how to apply them to your services.
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13 Health Monitoring

Chapter 13 discusses Zeus 6 Health Monitoring capabilities. Health Monitors are used to
test the correct operation of back -end server nodes; in the event of a failure, they cause
the traffic manager to raise an alert, and to route traffic away from the failed node.

14 Service Protection

Chapter 14 describes the service protection capabilities of the product . It explains how a
class of service protection settings can be defined in the catalog, and used by one or more
services.

15 Bandwidth Management

Chapter 15 describes the bandwidth management capabilities of the product . It explains
how a class of bandwidth management settings can be defined in the catalog, and used by
one or more services.

16 Request Rate Shaping

Chapter 16 describes how a traffic manager can be used to rate -shape requests to your
servers and applications to restrict userso6 actiwviti
overwhelmed by requests.

17 Service Level Monitoring

Chapter 17 describes the service level monitoring of the product . It explains how a class of
service level monitoring settings can be defined in the catalog, and used by one or more
services.

18 Content Caching

Chapter 18 describes Zeus 6HTTP Content Caching capabilities. You can cache commonly -
requested web resources and respond to subsequent requests directly from the cache,
rather than forwarding many identical requests to the back -end server nodes.

19 Event Handling and Alerts

This chapter describes how to control what the traffic manager does when particular
events occur, and how to inform or drive ex ternal management systems.

20 Configuring the Zeus Appliance

Chapter 19 describes the additional configuration tasks specific to the Zeus Appliance
(Hardware and Virtual) . Itis not applicable to Zeus traffic management software products .
21 System

Chapter 21 gives tips for secure operation of your traffic managers. It covers firewal ling
and network design, and Unix software permissions which are relevant to the traffic

manager software.

e
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22 Admin Server Security

Chapter 22 covers security measures to control access to the Administration Interf ace,
including user authentication against external databases.

23 Zeus Control API

Chapter 23 gives a very brief introduction to the Zeus Control API. For full information,
please refer to the accompanying Zeus Control API Manual

24 Command Line Interface

Chapter 24 covers the Command Line Interface in detail, with reference to the Control API
methods defined inthe accompanying Zeus Control APl Manual

25 Troubleshooting

Chapter 25 describes how to investigate and diagnose problems or unexpected behavior
with your load -balanced system

26 Further Resources

Chapter 26 tells you where to go next for more information about Zeus traffic
management products

Glossary

The Glossary defines some terms used in this manual. Some of these terms are used with
varying meanings in computing literature, so if in doubt you should refer to this section.
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Network Layouts

2.1

This chapter discusses the configuration of your network. It describes the hardware you
will need for an effective traffic -managed server farm, and the DNS and IP address layout

Essentials of Network Configuration

The components of a basic traffic -managed server farm are:
e one or more front -end machines running  Zeus traffic management software ;
e anumber of back -end servers (such as web or mail servers).

The front -end machines must be able to receive traffic from the Internet (or where the
remote clients are located). They must also be able to contact the back -end machines.

The back -end servers will usually be visible only from an internal network. The front -end
machines do not need to route traffic between the Internet and the back -end machines.

Zeus traffic management is commonly depl oyed on a multi -homed machine. One
network interface card is visible to the Internet; one or more network interface cards are

exposed to the internal private networks where the back -end servers reside. It is also
easy to configure a ftraffic manager on a machine with a single network card (this is
common in an evaluation or testing environment), where a traffic manager  can contact
both the clients and the servers.

A fully fault -tolerant set-up will contain two or more front -ends and several back -end
servers. If any one machine fails, Zeus' fail-over capability ensures that requests are
routed to other machines, ensuring there is no single point of failure in the system.

Some versions of the  Zeus traffic management software are restricted to just a cluster size
of two traffic manager machines. Larger cluster sizes can be used with a software key
upgrade.

If har dware availability is limited, fewer servers can be used. In the minimal case, it is

possible to install  traffic management software and an Internet service on the same
machine. This is n ot recommended, as it reduces the usefulness of the product and the
ability to provide fault tolerance in the event of a hardware failure. It may, however, be

useful for evaluation  or demonstratio n purposes.

Zeus traffic management can be used in conjunction with a stand -alone firewall . The traffic
manager machines should be visible both from the Internet and from the internal network;
they should probably be put in the DMZ.

Section 19 discusses the security  aspects of network setup in more detail. You should read
this section carefully before setting up live services.
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2.3

Dedicated Management Network

When you configure  a traffic manager , you can choose to nominate a single Management
Traffic IP address. The traffic manager  will only accept management traffic on that IP
address.

Management traffic includes all access to the web -based Zeus Admin Server , Zeus Control
API and any configuration or state sharing within a traffic manager cluste r.

This can be used to provide a dedicated, trusted management network. Typically, each
host running  a traffic manager  will have a dedicated network card that is connected to the
management network.

Chapter 21 discusses the security  aspects of network setup in more detail. You should read
this section carefully before setting up live services.

Warning : Each management IP address is a single point of failure in a traffic manager
cluster. If the management network were to fail, all inter -machine communication would
be lost and remote configuration via the Admin server or Zeus Control APl would be
impossible.

For resilience , the fault -tolerance messages that each traffic manager machine sen ds are
broadcast over all network cards. You can additio nally restrict this traffic to the
management network in the user interface

Sizing Your Cluster

Back-End Servers

Zeus traffic management can support an unlimited number of back -end servers . These

might include web servers , mail serve rs and FTP servers. They can run any software on

any platform to provide the services Zeus manages.

The servers can be arranged into pools to serve different types of content. For instance,

you can have several groups of web servers , including Windows machines
and Uni x machines running Zeus Web Server or ApachegE,
and dynamic web content. The traffi c systanmaf goels @nd rules allows you to

classify requests and send them to different groups of servers. Pools and rules are
explained in section  3.1.

The number of servers you dedicate to a certain function may vary. To serve static web
pages, if requests are light, two Linux machines could be sufficient; while more complex
SunS™ JSP™ or Microsoft ASP pages might be served by larger numbers of machines.

Zeus traffic management allows you to use as many o r few machines as you wish; should
your requirements change, you can add or remove back -ends on the fly without disrupting
your service.

r

L
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2.3.1

Content Management on Back-Ends

If a number of back -ends serve the same site, changes in the site content must be
propagated to each back  -end server. This can be done in one of two ways:

e Each back -end can store a local copy of the content , and the data can be
synchroniz ed regularly;

e Ashared file system can be used, suc has an NFS file server. This stores the content,
and each back -end server retrieves data when required.

To serve static web content, either content management method works well. For SMTP or
POP3 servers, a shared file system will be needed because files are modified by that
service.

Front -End Servers

A simple deploym ent of traffic managers would involve one front -end machine. This gives
access to the full functionality of Zeus traffic management software , except for front -end
fault tolerance . In other words, the traffic manager machine is a potential single point of

failure.

For a fully fault -tolerant set -up, two or more traffic managers should be used. Their IP
addresses can be arranged into a Traffic IP  Group which provides fault tolerance if one
machine should fail. Traffic IP groups are described in section 25.

A common network deployment is to have the front -end machines on two separate
networks: one to communicate with the Internet, and one with the back -ends (probably a
private network). It is po ssible, however, to deploy front - and back -ends on just one
network. You should ensure that all machines which are routable from the Internet are
appropriately firewalled. See chapter 19 for a discussion of firewalling and network
security.

You may wish to increase throughput by adding extra network cards to your traffic
managers. Having two network cards can also simplify deploying a traffic manager on two
separate n etworks, although it is not necessary for this.

Zeus traffic management is highly scalable. Adding more servers or upgrading your
existing hardware will increase the performance of your traffic management
corresponding ly. If you wish to add more traffic manager machines later, this can be done

easily without disturbing your existing set -up or interrupting your service.

If you are using  a software version of the Zeus product family , you should ensure that th e
host machine is not overloaded with other applications and services. For example, running

a web browser or other GUI tools on the same server will diminish the capacity of the
software to manage traffic on the server.

The diagram below shows a typic al traffic -managed server farm. The front -end machines
have separate front - and back -end network cards  as described above.
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Switch

Switch

Fileserver

Fault i tolerant network with a cluster of
nodes

Fig. 2. traffic manager  units serving back -end

file server. Each back -end server has
machines and one to talk to this file

Content served by  the back -ends is held on an NFS
two network cards, one to talk to the traffic manager
server,to maximize throughput

IP Transparency

Your traffic manager  functions as a full  application proxy , terminating network connections
from remote clients and making new connections to the selected back
does not use the packet

load balancers use

It
-4

-end server s.
-orientated NAT -based load balancing methods that simple layer
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With this architecture, the back -end server views the clientéds request
the traffic manager machine, not from the remote c lient. This can be a disadvantage if the

back-end server performs access control based on the cli
wishes to log the remote IP address. This can often be worked around by performing the

access control or logging functions on the traffic manager itself, or by making use of the X-

Cluster -Client -Ip headerthat the traffic manager inserts into every HTTP connection to

identify the clientod6s | P address.

In situations where these workarounds ar e not appropriate,  the traffic manager  can spoof
the source IP address of the server -side connection so that it appears to originate from the

clientds remote | P address. This capability is known

IP Transparency can be used selecti vely . For example, if the traffic manager was

bal ancing traffic for a web farm and a mail farm, y ou
transparenté, but not require that the web traffic is 1
Transparency is enabled on a per -pool basis; you can configure a web pool that is not

transparent, and an SMTP pool which is transparent. The web pool and the SMTP pool can

balance traffic onto the same back -end nodes, or different nodes.

0 Note: Zeus Extensible Traffic Manager version 5.2 does not support IP transparency for
IPv6 back -ends or clients.

The IP Transparency functionality is available on all versions of Zeus Otraffic management
appliance s (Hardware and Virtual)

The IP Transparency functionality is not included with the Zeus traffic management
0 software. It can be downloaded and installed as an additional module, and is supported on

Linux kernels, version 2.6.8.1 and greater . Supported versions may change wit h future

releases. Please refer to the IP Transparency documentation on

http://knowledgehub.zeus.com/ for more information.

2.4.1 Routing configuration

Each server node tha t receives transparent traffic must route its responses back through

the traffic manager that sent it. This is achieved by configuring the default route on the

node to be one of the back  -end IP addresses of the traffic manager . Please refertoyo ur
operating system documentation for details on configuring the default route.

When the server node replies to a request, it will address its response to the remote client

IP. Provided the routing is configured correctly, the traffic manager system w ill intercept
this traffic , terminate the connection and process it as normal. The traffic manager system
will then forward the (possibly modified) response back to the client down the client

connect .

It is normally appropriate to configure the traffic manager  system to forward all other
packets that are not addressed to it. This will allow the system to function as a local

router, so that servers which use it as their default route can then contact other systems

on nearby or remote networks. The system will need to NAT any packets that it forwards
from back -end nodes on private networks.
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2.4.3

2.5

e Please refer to your operating system documentation if you need to configure this

61 P Forwardingé c a pyastem Irunning Deos traffit emanagement
software.

e Please refer to section  20.1.7 if you need to configure this behavior on a Zeus
Appliance.

Local routing problems

If you use IP transparency, clients on the same network as the back -end nodes will not be
able to balance traffic through the traffic manager  to those nodes.

This is because the back -end server nodes always attempt to reply to the source IP

address of the connection. If the source | P address
network, the server nodes will attempt to contact the client directly rather than r outing via

the traffic manager system th at originated the connection. The connection will appear to

hang.

In this case, it may be appropriate to segment the back -end network so that, from the

server nodesd perspective, t h e a separate subret, whiphpreustr t o r e s
be reached via the default gateway (the traffic manager  system). Alternatively, a

TrafficScript rule could selectively set the source IP address of the server connection to an

IP on the traffic manager system if the client lies on the same network as the server

nodes.

IP Transparency and traffic manager clusters

IP routing is more complex in the case where a cluster of traffic manager s is used, because

each server node can only route back through one IP addres S.

Please see section 2.5.3 for recommendations for this situation.

Traffic IP Addresses and Traffic IP Groups

In a typical network, your back-end servers will be arranged in a local network, with local

IP addresses , and will not directly contactable from the Internet. The front -end traffic

manager machines will have externally -available IP addresses , and will be able to connect

to the back -end machines over the local network.

The front -end machines will have permanent IP addresses on each network , with the front -

end addresses visible and routable from the Internet. These IP addresses are configured

by the OS , and if the machine fails, the IP address is lost.

For this reason, these perm  anent IP addresses are not suitable to use when you publish

your services. In the event of a hardware or system failure, your services would become

partially or wholly unavailable.

The traffic manager 6 s fault tol erance capabil irg yraffia Il ows you
addresses. These IP addresses are not tied to individual machines, and the traffic

manager cluster ensures that each IP address is fully available , even if some of the

clustered traffic manager machines have failed.

d
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In a typical fault -tolerant configuration, the DNS name which is used to publish your
services is configured to resolve to the traffic IP addresses in your traffic manager cluster.
This ensures that your services are always fully available.

The traffic IP s are arranged into a  Traffic IP group . This group spans some or all of your
traffic manager machines. The machines negotiate between the m to share out the traffic
IP addresses, each traffic manager then raises the IP (or IPs) allocated to it.

Setting up traffic IP groups is described in section 6.

If any traffic manager machine should fail, the other traffic managers in the group detect

this. One of them takes over the failed machi
service is uninterrupted.

Note: Fault Tolerance uses multicast traffic to distribute health information and to manage

traffic to multi  -hosted Traffic IP Addresses. The switches that  your traffic managers are
connected to should support IGMP snooping , and messages which are broadcast to the
multicast address that the traffic managers use should be forwarded to all traffic manager s
in the cluster.

When you join a traffic manager to an exis ting cluster, a number of tests are conducted
automatically to ascertain whether broadcast mess ages are correctly forwarded.

Traffic IP Address modes

Single -hosted Traffic IPs are raised on a single traffic manager in your fault tolerant

cluster. If that traffic manager fails, another traffic manager will raise that IP address and

start accepting traffic.

Multi -hosted Traffic IPs are rais ed on all of the traffic managers in your cluster , using a
multicast MAC address that ensures that all incoming traffic is sent to all machines . A
custom Linux kernel module is used to even ly distribute the traffic between the working

traffic managers.

Enabling Multi -Hosted Traffic IPs imposes a performance hit due to the additional packet
processing required by the traffic managers in your cluster. Empirical tests indicate that

CPU utilization will increase by 25 -30% at moderate traffic levels (10,000 r equests per
second), with a corresponding limit on top -end capacity.

The Multi -hosted [P functionality is not in  cluded with  Zeus traffic management softwar e by
default . It can be downloaded and installed as an additional kernel module, and is
supported on Linux kernels, version 2.6.8.1 and greater. Supported versions may change

with  future releases. Please refer to the  modules documentation  on
http://knowledgehub.zeus.com/ for more information.

Warning: In certain limited circumstances, using multi -hosted mode with particular
hardware network switches can lead to a loss of availability of the hosted IP addresses

This is not a Zeus -specific issue, and there may be no related errors in the event log. If

you suspect you have encountered such a problem, please refer to
http://knowledgehub.zeus.com/fags/ for more i nformation and instructions on how to
rectify the issue.

neobs
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2.5.2 Example Configurations

These configurations assume that you have two traffic managers in your cluster, but can

be extended if your cluster contains three

Active -Passive Configuration

Suppose your
have two traffic manager

or more traffic managers.

web si t paine mapscto the IR addresPD16E34.64.29. You
machines handling tra  ffic for a number of back  -end web servers

You can set up a single -hosted traffic IP group spanning both  traffic manager machines,

containing this single IP ad

dress. The traffic managers will negotiat

raise the IP address. It handles all the incoming requests.
machine is available on standby. If the first machine should fail,
over the IP address and starts to manage the tr affic.

e and one of them will
The second traffic manager
the second machine takes

The advantage of this configuration is that you can be confident that there is sufficient
resource in reserve to handle the traffic should one of the two traffic managers fail.
Debugging and fault resolution is easier when only one traffic manager is handling traffic.

Active -Active Configuration 0 single and multi -hosted modes

In an active -active configuration,  both traffic managers  your
-hosted IP) controls how the traffic is shared between them.

(single -hosted IP or multi

With single -hosted mode,

DNS server can allocate

traffic . The distribution mode

you can configure two Traffic IP Address es in a Traffic IP Group
and configure you your DNS name to map to the two addresses, such as 162.34.64.29 and
162.34.64.30. The traffic managers will negotiate to raise one traffic IP address each. A

requests to each IP address in turn (

traffic manager handles the requests it receives.

round -robin DNS ), and eac h

If one of the machines fails, the other machine will detect this. It will then raise the failed
machineds traffic I P address in addition to it

address.

With multi -hosted mode, you can continue to operate with one Traffic IP Address,

simplifying your DNS and

reducing the number of externally

-facing IP addresses you

require. The Traffic IP Address is raised on all of the traffic managers in the Tr affic IP
Group, and incoming traffic to that IP address is share

managers.

d evenly between the traffic

Active -Active with Loopback (single external address , single hosted mode )

If multi -hosted mode is not available, you can distribute traffic load to all of the traffic
managers in your cluster, while still using a single external Traffic IP Address.

This configuration involves

an additional 61 oopbacké6

the external Traffic IP Address, then load -balances the
managers using their permanent IP addresses.

virtual server
requests across the traffic

First, create your primary virtual server that processes traffic and load -balances it across

the back -end servers.

Configure this virtual server so t

hat it listens on internal IP

t hat
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addresses and ports on each traffic manager , rather than externally accessible ones. For
example, the virtual server could listen on 10.100.1.1:80 and 10.100.1.2:80, where the IP
addresses are internally visible only.

Then, create a second 06l oopback®d vi rtheu aiigle exeemal &r that I i
address and immediately distributes traffic to the primary virtual server across the various
traffic manager machines in your cluster:

e Asinthe active -passive example, you should set up one traffic IP address, which

will be raised by one traffic manager. Any traffic coming in to this address should
be processed by the simple 6l oopbackbdatafficilPr t ual ser
address.
e The |l oopback virtual server shoul d i mmedi ately s
contains the internal IP addresses of the traffic manager machines in the cluster;
the loopback pool should use a either round -robin or least connections load
balancing to evenly distribute traffic across the traffic manager  machines in the
cluster. It should not use a load  -balancing method that is influenced by response
time, as that will give very uneven request d istribution.

The loopback virtual server will use little processing power. Ensure that all of the CPU -
intensive processing is performed by the primary virtual server I tasks such as SSL
decryption, rules, content compression etc.

This method splits the lo  ad of more intensive tasks between the two traffic managers. If
either traffic manager fails, the service will continue to run (perhaps with a momentary

interruption to some traffic). For example, if the traffic manager that is hosting the
external T raffic IP address were to fail, the Traffic IP would be transferred to the remaining

traffic manager . The loopback pool will detect that one of the nodes was unavailable and

direct all traffic to the primary virtual server running on the remaining traffic manager

The target virtual server will observe the connection originating from the loopback virtual

server, not the remote client. Generally, the X - Cluster -Client -1p header can be used to
determine the correct source for the connection, but in t he common case where SSL
requests are forwarded by the loopback virtual server, you should use the ssl_enhance
and ssl_trust_magic settings described in section 12.8.

Multiple -Redundant (N+M) Configuration

In the cases above, two traffic manager machines are used; if o ne should fail, a single
point of failure is introduced into the system. When running mission -critical services, a
higher level of protection can be employed.

Suppose that in normal operation you wish to use N active traffic manager machines. You
require M passive machines: this is the number of machines that could potentially fail
without reducing the number of traffic managers in operation.

To achieve this, you would need N+M front -end machines running Zeus traffic
management software . You can create a traffic IP group containing N traffic IP addresses,
and spanning all N+ M machines. This ability is also known as TrafficCluster ™,
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2.5.3

Using IP Transparency with a cluster
Using IP transparency with a cluster of traffic manager  machines introduces additional
complexity because each server node is configured to route to a single traffic manager IP
address. However, any of the traffic manager = machines in the cluster may send
transparent connections to the server nodes, and the nodes must route each response
back via the traffic manager that originated the connection.
Active -Passive configuration
With a single active traffic manager  configuration, this can be achieved using the
&keeptogether 6 setting i n a thatuaek $ingle -hoBteddPradduepses
e Create a traffic IP group containing two IP addresses; the front -end IP addre ss for
incoming traffic, and a back -end IP address that resides on the server side network.
Select the 6keeptogetherdé option in the traffi
e Configure each back -end server to route all traffic via the back -end IP address you
configured in the tra  ffic IP group.
e With this configuration, both IP addresses will be hosted on the same traffic manager
machine. If that machine were to fail, both IP addresses would be migrated to the
same passive machine, making it the new active machine. The back -end servers will
now route traffic back via the new active machine.
Active -Active configuration
With a multiple -active configuration, it is necessary to partition your back -end servers into
two or more  groups, one for each active traffic manager machine. All of the servers in
each group should be configured to route traffic to the same traffic manager machine.
Your traffic manager should be configured with multiple pools, one for each server group,
and TrafficScript rules can be used to select the correct pool to route traffic to based on:
e The name of the traffic manager thatis managing that connection, or
e Thelocal client -side | P addr ess (i fkeeptsgetmey & etvemb&fi 6 ini p

single -hosted mode )

$hostname = sys.hostname();

if( $hostname == "z tm1") {
pool.use( "z tml1l_nodes");

}

if( $hostname == "z tm2" ) {
pool.use( "z tm2_nodes");

c | P

group
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IP transparency can be used selectively. For example, suppose that a traffic manager
cluster is managing high volume web traffic to www.mysite.com, and low volume SMTP
traffic to mail.mysite.com. Only the SMTP traffic needs to be transparent. In thi S case:

e www.mysite.com can resolve to several IP addresses in an Active -Active
TrafficCluster configuration without IP transparency.

e mail.mysite.com can resolve to a single IP address using the Active -Passive

&keeptogether &6 configuration described above.

2.6 Introduction to IPv6

IPv6 is a network layer protocol used in switching -packet networks. It is expected that
sometime between 2010 and 2012 there will be no IPv4 addresses left for allocation. The

main characteristic of IPv6 is the la rge amount of available addresses, as it uses 128 bits -
long addresses instead of the 32 bits length provided by IPv4. It also simplifies the

network management avoiding the use of complex subnetting schemes.

Some of the advantages provided by IPv6 are:
e IP security
e Mobile IP addresses
e Simplified header structure

e Address autoconfiguration

Anycast (‘'one address out  -of many') and mandatory multicast addresses

2.6.1 Main features of IPv6 in Zeus traffic management products
e Acts as a gateway for IPv6
e Canprocess different IP address versions at your front -end and back -end servers
e AbletoworkinlIPv4 -IPv6 mixed -networks, andinjust -1Pv4 networks

IPv6 unicast addresses can be used for configuring your traffic manager wherever IPv4
addresses can be used: in traffic IP addresses, when specifying nodes or the addresses a
virtual server is listening on, in TrafficScript rules, etc.

Your traffi c manage r can also function as  a gateway from IPv4 to IPv6 or vice versa and
even both at the same time.

2.6.2 Technical restrictions

Some restrictions apply when using IPv6 in the Zeus traffic management environment.
Although they should not affect the normal running of the software, these restrictions must
always be taken into account.

This is a list of the main restrictions regarding the use of IPV6:
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The internal communication between different traffic manager s is done over the
IPv4 protocol.

e Heartbeat messages only work on IPv4, as does the administration server.

e |P transparency does not work in IPv6 environments.

e When using a hostname in the configuration of a back -end node, the traffic
manager will first look up the IPv4 address . If you want to use the IPv6 address of
a machine where the DNS has both IPv4 and IPv6 addresses, you must enter the

IPv6 address dir ectly .

e Ifa host has only an IPv6 address in the DNS, that address will be used.

Tuning Duplicate Address Detection

This section applies to Zeus traffic manage ment software only. Zeus Appliances are
automatically configured with Duplicate Address Detection correctly tuned

The Duplicate Address Detection (DAD) feature of many operating system s seeks to ensure
that two machines don' t raise the same address simultaneously. This feature can conflict
with the traffic manager 6s f aul t ;twbeh em B nisctensferred from one traffic
manager system to another, timing conditions may trigger DAD on the traffic manager that
is raising the address. The DAD feature can be tuned as follo  ws:

e For FreeBSD: set the SYSCTL parameter " net.inet6.ip6.dad_count " to zero.
This can be achieved by  editing the system configuration file /etc/sysctl.conf. Add
or change the line:

net.inet6.ip6.dad_count=0

This change will take effect after a reboot. To adapt the setting without a system
restart, issue the following command:

# sysctl - W net.inet6.ip6.d ad_count=0

Note, however, that this setting will be lost when the system is rebooted.

e Linux : the sysctls are called net.ipv6.conf.default.dad_transmits and
net.ipv6.conf.all.dad_transmits . Add (or change) these lines in
/etc/sysctl.conf to:

net.ipv6.conf.d efault.dad_transmits =0

and: net.ipv6.conf.all.dad_transmits = 0

For immediate change, issue this command for each relevant interface (ethl in this

example) , plus O6defaultd and o6all d
# sysctl - w net.ipv6.conf. ethl .dad_transmits=0
# sysctl - w net.ipv6.conf. default .dad_transmits=0
# sysctl - w net.ipv6.conf. all .dad_transmits=0
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e Solaris 10: if your system supports them, change the value of the following

settings:

# ndd - set/dev/arp arp_probe_count O
# ndd - set/devl/ip ip_dup_recovery 50
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Initial Configuration

3.1

This chapter explains how to set up a basic traffic -managed site.

Architecture Concepts

A traffic manager  manages traffic for  network services like web and application servers
(HTTP, HTTPS), web services (SOAP), mail (SMTP, POP, IMAP) and other protocols such as
DNS and streaming media

A service is published as an IP address and port, an d accepts traffic using the appropriate
protocol .

e A website is hosted at  www.mysite.com . This DNS name resolves to the IP address
123.123.12.1; the server listens for HTTP traffic on  port 80 at this address

e An ISP publishes its POP3 and SMTP mail servers as  pop.mymail.com and
smtp.mymail.com . Each of these servers has a DNS entry linking it to an IP address:

pop.mymail.com  has address 202.3.45.67
smtp.mymail.com has address 202.3.45.6 8

pop.mymail.com listens on port 110 for POP3 traffic, while smtp.mymail.com listens
on port 25 for SMTP traffic.

Within a traffic manager , all the traffic for a particular service is handled by a virtual
server . This is the interface between a traffic manager  and the Internet, and is set up for

a specified port and protocol ; typically, it will manage all the traffic for that protocol.

When the virtual server receives a request, it assigns itto a pool . This is a collection of
nodes , each corresponding to a back -end server and port, such as
serverl.mysite.com:80 . The pool load -balances traffic across the nodes. You can set up

several pools, which may have nodes in common.

To decide which pool to use for a request, the virtual server can apply a list of rules . A
rule inspects the incoming request, and decides what action to take with it. It can choose a

pool to handl e the request; close the request; or pass the request on to the next rule in

the list. If no rule makes a positive routing decision, the request is assigned to the virtual

server's default pool

If a node in the pool should fail, the traffic manager & snonitors  detect this automatically
and it stops sending requests to that node. Traffic is distributed among the other nodes in
the pool with no visible disruption to the service.
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3.2

3.2.1

Whilst a traffic manager is running hostnames are re  -resolved at regular intervals, usually
of no more than 5 minutes. This provides an efficient re -resolving of nodes whenever the
DNS changes.

Managing your First Service

To begin managing your first service, you need to create a virtual server and a default
pool . There are two ways to do this: using the Manage a New Service wizard or the
Con figure pages.

Browse to the address of the Admin Server home page. Log in with your username and
password.

If you chose not to provide a license key when you ran the 'configure’ script, you will need
to install