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Overview  

1.1 Introduction  

Welcome to Zeus Application Firewall Module ( Zeus AFM ), part of the Zeus t raffic 

m anage ment  family of products.  

Zeus Traffic Manager is a high -availability, application -centric traffic management and load 

balancing product. It provides control, intelligence, security and resilience for all your 

application traffic.  

The Application Firewall Module (AFM) is an enterprise - level Web Applic ation Firewall 

security module that provides attack detection and protection for the latest generation of 

mission -critical web applications.  

Zeus AFM  enables  centrali zed security monitoring, reporting and alerting and provides 

custom protection for your Web applications and infrastructure against external attacks.    

 

 

Zeus Traffic Manager  provides core traffic management services, including load balancing, health 

monitoring  and detailed traffic control.  Zeus AFM  adds the power to intelligently distinguish between  

legitimate and malicious application traffic.  

 

1.2 Integration with Z eus Traffic Manager  

The Zeus AFM module is primarily controlled and configured via its own  administration user 

interface.  However, the Zeus Traffic Manager  administration UI provides some additional 

control over the module  not available t hrough the Zeus AFM UI.  This control is via the AFM  

tab  in the System  section .  On this  page you can change low - level Zeus AFM settings 

including what network  ports it uses and th e number of processes it runs.  A new "Restart 

Zeus AFM... " button has also been added to  the Software Restart  section of the System  > 

Traffic Managers  tab . 

Permit or deny

application traffic?

Zeus AFM

Zeus Traffic Manager
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Additionally, installation of the Zeus AFM module introduces a special TrafficScript rule called 

the óZeus AFM Enforcerô.  The role of the Zeus AFM Enforcer is discussed in detail later in this 

guide.  

The Zeus AFM m odule maintains  its own local event log for  attack and other event 

information relating to  the security of your services .  You can view this log through the Zeus 

AFM admin UI.  F urther information can be found in t he Zeus AFM User Manual.   

Zeus Traffic Manager also  provides status messages in its event and audit log s relating to 

the Zeus AFM software itself , particularly pertaining to its  current running state.   Any 

software stops, starts and restarts will be recorde d, along with AFM-specific configuration 

key changes and monitor errors.  

A new Zeus AFM configuration section now appears on the Diagnose  page , which will 

provide more detailed descripti ons of any Zeus AFM problems that occur with in your cluster.   

Should communication between Zeus Traffic Manager and Zeus AFM be interrupted  for any 

reason, the Zeus Status Applet  will show an error has occurred.  Clicking on this error 

indicator will take you to the Zeus AFM section  of the Diagnose page , where you will be able 

to see which particular problem has occurred and determine the appropriate action to 

remedy the situation.  

 

1.3 Purpose of this guide  

This document provides a guided introduction to Zeus AFM  and describes its features and 

capabilities from  an initial installation perspective.  Full detailed descriptions of functions and 

common configuration scenarios can be found in the main User Manual and Online Help.  

This manual describes the functionality of, and uses screen shots from, Zeus Traffic Manager 

6.0  and Zeus  Application Firewall Module 3. 1. 

Please note that all implicit references to the óadministration interfaceô in this 

guide refer to the Zeus  AFM  interface rather than the Zeus Traffic Manager  

interface, however where this is not the case the re ference will be explicit . 

 

1.4 Location of s ystem files 

All Zeus AFM system and configuration files (with the exception of startup/shutdown scripts) 

are located on your filesystem  at:  

 ZEUSHOME/zeusafm 

(where ZEUSHOME is the top - level Zeus software directory)  

All Zeus AFM log files are held under:  

 ZEUSHOME/logs/zeusafm  



 

 

 

ZEUS APPLICATION FIREWALL MODULE INSTALLATION AND GETTING STARTED GUIDE  

PAGE 6 OF 26 

With the exception of the following, there should be no need to view, manipulate or modify 

any of these files unless this manual explicitly refers to such an action.  Doing so may 

invalidate your warranty or support agreement.  

Zeus AFM maintains a textual system configuration file under the following  location:  

 ZEUSHOME/zeusafm/current/etc/ zeusafm.con f  

Unless directed , y ou should NOT normally need to alter the contents of this file  and 

doing so could  cause your Zeus software  to function incorrectly.   Please only 

proceed if you are fully aware of the consequences.  

Changes to this file will normally require you to re -synchronize your traffic manager cluster 

configuration (unless you are running a single traffic manager), and to restart the Zeus AFM 

software on each machine in order to pick up the change.  The Zeus Tra ffic Manager Status 

Applet  will warn you when the cluster config is un -synchronized, and a óReplicate 

configuration  from <machine> across the clusterô link will be provided on the Diagnose  

page to enable a manual re -synchronization.  

To restart the Zeus AFM software, log on to the Zeus Traffic Manager admin interface on any 

one of your traffic managers and click on the óRestart Zeus AFM ô button on the System > 

Traffic Managers  page.  All Zeus AFM modules in the cluster will be automati cally 

restarted.  

Further information  regarding the zeusafm.conf  file can be found in the Zeus AFM User 

Manual.  
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Basic Architecture and concepts  

2.1 Background and definitions  

Zeus AFM  comprises several components and concepts in order to provide a complementary 

service to Zeus Traffic Manager .  The two products are designed to work together to achieve 

a complete application delivery and protection service.  

To understand how to con figure Zeus AFM , it will help to understand how it examines the 

requests and responses that Zeus Traffic Manager  passes it and decides which application's 

ruleset should be applied.  

An HTTP request normally has a hostname component, a path component and optionally a 

query string, in the following format:  

http://<hostname><path>[?<querystring>]  

 

Consider a request for the following URL:  

http://www.examp le.com/webapp/purchase.php?uid=123&prodid=4  

 

The hostname or host is " www.example.com ", the path is  

" /webapp/purchase.php " and the query string is " uid=123&prodid=4 ".  

Path prefixes (such as " /webapp/.* ", or " /.* ") define the paths to which you want to appl y 

particular sets of rules.  Path prefixes are regular expressions.  

In this guide and the Zeus AFM  User Manual, "path prefix" is often abbreviated to "prefix", 

and "hostname" to "host".  The following section provides further details on these concepts.  

 

2.2 Applications, Hosts, Prefixes and Handlers  

In Zeus AFM , the term application  is used as a container for a set of application firewall 

rules, called a ruleset .  The Application defines which h osts  (such as " www.example.com ") 

and path p refixes  the ruleset should be applied to.  

You can have multiple hosts handled by the same application, but the same host cannot 

appear in more than one application.  

There is one ruleset for each application.  This ruleset is version controlled, and each ti me 

you make a change to a ruleset you create a new version that is used in place of the last.  

All previous versions of your application rulesets are kept by Zeus AFM , and you can switch 

between them should you wish to re -visit a previous configura tion.  Each ruleset version has 

a change comment to make it easy to see what changes were introduced in that version.  

Each ruleset comprises a number of h andlers , optionally assigned to specific prefixes.  A 

handler defines a set of checks to carry out (ag ainst requests, responses, or both).  

http://www.example.com/webapp/purchase.php?uid=123&prodid=4
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Handlers can themselves be configured (you can enable/disable the individual rules of which 

they are comprised, and configure their settings).  

When Zeus AFM  receives a request, it first looks at the host header  in that request to 

determine which of the applications will be responsible for it.  If none of the applications has 

a matching host, it will reject the request.  Assuming it finds a matching application, Zeus 

AFM then examines the request's path, comparing it with the prefixes defined for that 

application.  It examines prefixes in the order they are defined, and executes the handlers 

associated with the first prefix that matches the path.  Any subsequent prefixes which would 

also have matched will be ignored, so it's important to order your prefixes correctly.  Always 

order them from the most specific to the least specific.  

For example, suppose you had a default set of handlers you wanted to apply to most 

requests to your website, but a specific set  that you wanted to apply to requests for 

" /purchase/.* ", and an even more specific set for " /purchase/checkout/.* ". You should 

order your prefixes as follows:  

0)  /purchase/checkout/.*  

1)  /purchase/.*  

2)  /.*  

 

2.3 The Enforcer and Decider  

 

Zeus Traffic Manager  and the Zeus AFM  Decider service run on the same host.  Zeus Traffic Manager ôs 

Enforcer TrafficScript rule forwards requests to the local port 8 100  for inspection by the Decider.  The 

Decider returns a óPermitô or óDenyô decision and the Enforcer rule applies the decision.  

 

The Enforcer  is a TrafficScript Rule  (entitled Zeus AFM Enforcer )  that integrates the Zeus  

traffic management component with Zeus AFM . It captures all  HTTP request s and  response s 

and forwards them to t he Zeus AFM  Decider for further consideration. The decisions made 

by the Decider are then implemented by the Enforcer. Each request or response is  

accepted, modified or denied as appropriate.  

The Decider  is a service running within Zeus AFM  that uses a set of rules stored in a 

configuration database to evaluate HTTP requests and to make decisions on the actions to 

be carried out.  

ôEnforcerõ 

Rule

:8082

:8100

:9090

ôDeciderõ service listens on

internal port 8100

Managed via administration

interface, HTTPS port 8082

Managed via administration
interface, HTTPS port 9090

Zeus Traffic Manager Zeus Application Firewall Module
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2.4 Users and roles  

In Zeus AFM  you can create multiple personali zed user accounts an d assign these to one of 

two permissions groups:  

 Zeus AFM  Admin  

Members of this group have full administrative access to Zeus AFM  and can edit the 

security configuration of all applications, in addition to having full rights to add, modify 

and remove other users within the system.  

 Application Admin  

Members of this group have standard user rights and are only able to edit the securit y 

configuration of the application(s) that the administrators of Zeus AFM  have allowed 

them access to.  However, read -only access is possible to other applications.  One user 

can have access to multiple applications and conversely many users can ha ve access to 

one application.  Members of this group cannot perform administrative actions such as 

adding or  removing other Zeus AFM  users . 

 

2.5 Logging and monitoring  

Zeus AFM  provides  access to various logging and monit oring tools, in order that you can 

analyze and identify attacks and events that occur within your applications.   

 Statistics  

Detailed graphical statistics can be accessed via the Statistics tab . 

 Reports  

Application -specific, consolidated reports provide a printable summary of the current 

configuration and of the most recent events in PDF format.  

 Log files  

Host -specific logs are available from all internal system events and error messages.  

 

2.6 Clustering  

Zeus AFM  is a software module designed to work alongside Zeus Traffic Manager, and must 

be installed on the same machine.  If you are running  a cluster of traffic manager s, a copy 

of Zeus AFM  must  be installed on each machine in the cluster.  

All cluster administration and management is handled by Zeus Traffic Manager .  The 

System > AFM  page of the Zeus T raffic Manager admin interface provides certain 



 

 

 

ZEUS APPLICATION FIREWALL MODULE INSTALLATION AND GETTING STARTED GUIDE  

PAGE 10 OF 26 

communications port tunables , however  during normal operation you should not need to 

modify any specific settings yourself .  

Adding a single instance of Zeus Traffic Manager (with Zeus AFM installed) into a n existing 

cluster  can be done through the Join a cluster  wizard .  This wizard will guide you through 

the steps of identifying and joining an existing traffic manager cluster .   

During th e wizard you will be asked for two admin istrative  passwords .  The first  is required 

by Zeus Traffic Manager in order to physically join a cluster.  More information on this can 

be found in the  Zeus Traffic Manager User Manual.  The second  is specifically  required by 

Zeus AFM, as explained below, and will only be requested if this module  is installed.   

Upon installing  Zeus AFM  to a traffic manager , you will first be required to enter a password 

for the Zeus AFM óadminô user.  See section 3.3  for full details  of this procedure .  If you then 

wish to add this machine to a cluster, the Join a cluster  wizard will prompt you for the 

óadminô user password of the Zeus AFM machine, or group of machines, that you are 

attempting to join.  This will in effect override the password you specified during installation, 

but will guarantee that all Zeus AFMs in a cluster are using the same administrative 

password.  

Should you need to remove a Zeus Traffic Manager (with Zeus AFM  installed) fr om a cluster,  

especially in the case of a forced (lost connectivity) remov al , ensure you  fully remove the 

traffic manager machine  from the cluster  before  uninstall ing  the Zeus AFM  module .  In 

certain circumstances where Zeus AFM has been part of a clustered install, and the machine 

in question loses/drops connectivity to the rest of the cluster, you may find that once the 

machine becomes contactable again, Zeus AFM could interfere with the remaining members 

of the cluster . 

 

2.7 Accessing the update server  

There are some occasions on which Zeus AFM  needs to connect to an update server.  This is 

primarily required for a utomated updates of rules and blacklists provided for basic detection 

and protection .  If you want to be able to use th is feature , you must allow Zeus AFM  to 

connect to :  

http://updates.hyperguard.com  

 

Please note that this is not mandatory and local policy may restrict or forbid you 

from connecting t o external services.  Updates can be performed manually in this 

situation ï see the Zeus AFM User Manual for more details.  

If you wish to use a proxy, you can specify this by adding the following  line to the  

zeus afm .conf  system configuration file :  

HTTPProxy = <Proxy URL>  e.g. http://proxy.example.com:8000/  

When modifying this file, e nsure you follow the software replication and restart procedure 

outlined in section 1.4 . 

http://updates.hyperguard.com/
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2.8 Managing email settings  

If you require Zeus AFM to send out alert emails , you will first need to ensure the 

appropriate SMTP mail server settings are enabled.  You can do this by adding the following 

line to the zeusafm .conf  system configuration file :  

SMTPServer = <server>   e.g. smtp.mycompany.com  

mailFrom = <user@host>  e.g. afm@mycompany.com  

 

When modifying this file, e nsure you follow the software replication and restart procedure 

outlined in section 1.4 . 

You can now complete the alert email configuration within the Zeus AFM admin interface  via 

the Administration > Alerting Configuration  menu option.  This page allows you to s et 

up certain event notification  actions . In order to add an email action, c lick on the Event 

Destinations  tab . Now  add a MailEventDestination  event handler.   On the edit page for this 

handler, you can specify one or more email addresses to receive the alert s.  You can select 

the events that trigger this email notification on the Event Sources  tab.  See the Zeus AFM 

User Manual for more details.  
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Installation guide  

3.1 System requirements  

To install and use Zeus AFM , you  will  need:  

 Zeus Traffic Manager  version 6.0  or later  (please note that Zeus AFM  does not  function 

with Zeus Load Balanc er ).  

 Access to the default port 8082 to access the Zeus AFM  administration interface.  

 Sufficient CPU resources on the Zeus Traffic Manager  server.  Prior to the installation of 

Zeus AFM  the average CPU load on the server should not exceed 60%.  

 A minimum of 1 GB free hard disk space for program data and log files created during 

operation.  

 A minimum of 1 GB  RAM. 

 One of the following web browsers:  

o Internet Explorer  ï v.  7 or greater;  

o Firefox  ï v.3 or greater;  

o Safari  ï v.4 or greater ;  

 A list of currently supported operating systems and other system requirements is 

available from www.zeus.com/products/z eusafm . 

Zeus Virtual Appliance users: Please note that the standard Virtual Appliance 

requires  only 512MB RAM.  If you are intending to install the Zeus AFM module on 

the V irtual Appliance, you must first increase the available RAM to 1GB.  

 

3.2 Installation of Zeus Traffic Manager  

This guide assumes you have already set up Zeus Traffic Manager  according to the 

instructions given in the Zeus Traffic Manager  Getting Started Guide for the version you are 

using.  Please refer to that document for full details.  

 

3.3 Installation of the Zeus AFM module  

Zeus AFM  is available as a TGZ archive package  that should  be installe d through the main 

Zeus Traffic Manager administration interface .  You can do this  using  the Software 

Up grade  link  on the System > Traffic Managers  page.   Simply provide the full path to 

the Zeus AFM package on your local workstation  when prompted and click Upload . 

http://www.zeus.com/products/zeusafm
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If the package is validated successfully, the  full  product details will be displayed  for 

inspection  and you will be asked to enter a suitable p assword  for the Zeus AFM  óadminô user.  

Please ensure you keep this password secure as it has full administrative privileges within 

the Zeus AFM admin interface.  

I f you are intending to join this Zeus AFM machine into a previously configured cluster, 

please note that this password will be over -written by the cluster password , as requested 

during the Join a cluster  wizard . 

Click Install this upgrade  to complete the process.  

After a short wait , you should  be presented with a  status screen informing you of th e 

outcome of the installation.  Upon success, a  link will be  provided to access the Zeus Traffic 

Manager System > AFM  settings page.  

Note that the Zeus AFM  module will be initially unlicensed and you may encounter 

warnings to this effect in the Status Applet and on the Diagnose page.   These will 

be cleared when a valid Zeus AFM license is applied.   See section 4.6  for further 

details.  

 

3.4 Upgrading the Zeus AFM  module  

Upgrading is performed in much the same way as an initial installation.  You can apply the 

new version of the Zeus AFM  software through the  Software Upgrade  link on the System 

> Traffic Managers  page  of the Zeus Traffic Manager admin interface .  Your configurat ion 

will be automatically migrated into the new software, and you should NOT be asked to set 

an admin password as per the original installation.  

It is strongly recommended you back -up your Zeus AFM  configuration  prior to performing 

the upgrade.  Instructions on how to manually migrate backed -up configurations from 

previous Zeus AFM  versions can be found at the Zeus KnowledgeHub  websit e 

(http://knowledgehub.zeus.com) .   

The recommended procedure for upgrading  Zeus AFM  in a clustered setup is to perform the 

upgrade one machine at a time, allowing a few minutes for the Zeus AFM  software to restart 

itself and identify others before starting the next upgrade.   This way, you can ensure 

connectivity between cluster members is uninterrupted.   Any communication warnings and 

errors during this process are  transient and can safely be ignored.  

 

3.5 Downgrading the software  

Should you find it nec essary to cancel an upgrade, it is possible to óroll-backô the Zeus AFM  

software to the previous installed version.  Instructions on how to perform this action can be 

found at the Zeus KnowledgeHub website (http://knowledgehub.zeus.com).   
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3.6 Restarting  the software  

A new Restart Zeus AFMé button is now provided on the System > Traffic Managers  page  

of the Zeus Traffic Manager administration interface.  Clicking this button shows a second 

screen prompt ing  you to confirm this action .  Once confirmed, the Zeus AFM software will be 

restarted .  Note that this does not affect any other Zeus software . 

 

3.7 Uninstalling Zeus AFM  

A section  is provided at the bottom of the System > AFM  page of the Zeus Traffic Manager 

administration interface  to remove the Zeus AFM software .  Tick the confirmation checkbox 

and click the uninstall button to perform this action .  Zeus Traffic Manager will remain 

unaffected by this operation;  however the Zeus AFM -specific options in the administration 

interface will no longer appear.  In a ddition,  the Zeus AFM Enforcer  TrafficScript rule will also 

be removed .  This should leave your traffic manager in its original state prior to installing  

the Zeus AFM  module.  

Note that in a clustered setup, uninstalling the Zeus AFM  module from one machine will 

cause communication errors to appear in the event log s of all cluster members .  It is 

recommended you remove the machine in question from the cluster before 

attempting to uninstall the AFM module.  

Zeus Appliance installations:  Note that reset t ing the configuration back to the factory 

default will also remove any additional software modules added, such as Zeus AFM .  Please 

see the Zeus  Installation and Getting S tart ed Guide  for further details.  
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Initial Configuration  

4.1 Configuration of Zeus Traffic Manager  

Prior to setting up your security configuration within Zeus AFM, there are a number of 

configuration options  within the Zeus Traffic Manager  administration interface that govern 

certain elements  of Zeus AFM performance and communication.   These will be discussed in 

this section.  

4.1.1 The Decider  process 

These settings can be found on the System > AFM  page.  

Zeus AFM requires a dedicated base port that is used for communication between the Zeus 

AFM Decider process and the Enforcer TrafficScript rule.   

 

The default port  is 8100 , however this can be modified  if this port is unavailable on your 

system.   Zeus AFM is restarted automatically when changes are made.  

 

The Decider Processes  setting is designed to offer the option to tune the performance of 

Zeus AFM according to the number of CPUs available on your system.  Increasing this value 

instantiates additional Decider processes that can handle more traffic and thus improve the 

perfor mance of your system.   However, running more processes than there are free 

resources can inhibit performance and degrade the service.  Reducing the number of 

processes in these circumstances may help increase overall system performance.  

 

It is recommended that you set the number of decider processes to be the same as the 

number of CPU cores available on the machine with the fewest CPU cores in the traffic 

manager cluster.  For example, if you have two machines in your cluster, one with four CPU 

cores and one with two CPU cores, you should set the number of decider processes to '2'.  

 

4.1.2 Additional control ports  

These settings can be found on the System > AFM  page.  
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Zeus AFM requires a number of other ports for internal communication purpos es, as shown 

above.  Under normal circumstances, you should not need to modify the default values 

used.  However, should there be a clash with a port number already in use you may change 

one or more of these settings to an alternative value here.  

 

4.1.3 The Zeus  AFM Enforcer rule  

Zeus Traffic Manager communicates with the Zeus AFM module via the TrafficScript rule 

system, applying certain logic to the requests and responses generated by traffic to and 

from your web application.  A special rule entitled Zeus AFM Enforcer  is created when the 

Zeus AFM module is installed.  It is used to instruct Zeus Traffic Manager to forward HTTP 

traffic to the Zeus AFM Decider .  The rule is attached to your Virtual Servers by enabling 

the special Application Firewall  setting on t he Virtual Server > Edit  page.  See section 5.7  

for details.  

Like other rules, the Zeus AFM Enforcer can be found in the Rules Catalog .  It has a number 

of configu rable  settings associated with it,  but not the all the normal rule options are 

available.  For example, i t  cannot be deleted , but you  can  use the Save As  functionality to 

make copies of it .   

These copies look like, and provide the same options as , the original  Enforcer rule , 

however should be used  like traditional rules . In other words, they should  be 

assigned to virtual servers, pools and rules in the usual way .  Only the original 

Zeus AFM Enforcer rule is assigned using a Virtual Server ôs Application Firewall  

setting.  

Click on the rule name, or the Edit  link , to access its settings  page .  Note that the actual 

TrafficScript text is not immediately vis ible , however you can click the Rule text  link to 

display it  if you wish .  Note that it is in a binary  format and is  only partially human - readable.  

The top of the rule text shows a number of parameters that correspond to the settings on 

this page.  Any m odifications to the se settings , listed below, are  automatically updated  into 

the rule  text :  

 allowonerror  

 

Set this to 1 to allow all traffic if the Decider is un -contactable . (default: 0)  
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 backend_timeout  

This is the number of seconds to wait for the Decider  before timing -out . (default: 5)  

 debug  

Set this to 1 to enable debugging mode.  This should provide a more verbose error 

output to assist  in tracking down problems . (default: 0)  

 enforcer_max_body_size  

Reject requests with a body larger than this many bytes.  (default: 65536)  

You should not normally need to modify these settings.  Doing so may inhibit the 

ability of the rule to function correctly.   Please only proceed if you are fully aware 

of the consequences.  

 

4.2 Accessing the administration interface  

Administration of Zeus AFM  is done  via your web browser.  There are two methods to access 

this interface  -  either from the link provided in the Zeus Traffic Manager administration 

interface, or by specifying a direct URL into your browser :  

 From Zeus Traffic Manager  

The link can be foun d at the top of the System > AFM  page :  

 

This link utilizes the Traffic Manager hostname.  You must ensure th is  

hostname is registered within your DNS service, otherwise the link may appear 

to be broken.  

This section also gives you  the opportunity to specify the port  used for admin server 

communication.  This has a default of 8082 , but can be set to any  other  unused port  

suitable for  your networking or security needs .  The admin server  timeout  setting 

provide s the equivalent of the Zeus Traffic Manager ñgroup login timeout ò setting ï after 

a period of inactivity equal to this value the Zeus AFM session will close.  

 Direct browser URL  

The default URL  for the Zeus AFM admin interface  is:  



 

 

 

ZEUS APPLICATION FIREWALL MODULE INSTALLATION AND GETTING STARTED GUIDE  

PAGE 18 OF 26 

http s://<hostname>:8082  

where <hostname>  is the hostname or IP address of the machine you installed the 

product on , and 8082  is equal to the port value referred to above . 

Upon a successful connection to the Zeus AFM administration server, you  will be presented 

with the login screen :  

 

The default user login credentials are:  

 Username: admin     

 Password: <specified  during installation>  

 

4.3 Screen Layout  

The admin interface is comprised of four sections:   

 

Top Bar

Navigation

Area

Interaction Window

Status Display


















