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Overview

1.1 Introduction

Welcome to ZXTM Application Firewall Module (ZXTM AFM), part of the Zeus Extensible
Traffic Manager family of software products.

Zeus Extensible Traffic Manager (ZXTM) is a high -availability, application -centri c traffic
management and load balancing product. It provides control, intelligence, security and
resilience for all your application traffic.

The Application Firewall Module (AFM) is an enterprise -level Web Application Firewall
security module that provid es attack detection and protection for the latest generation of
mission -critical web applications.

ZXTM AFM enables centralised security monitoring, reporting and alerting and provides
custom protection for your Web applications and infrastructure  against external attacks.

—

P - ‘\‘

' © ZXTMarm ||
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g' application traffic

@ ZXTM

ZXTM provides core traffic management services, including load balancing, health monitoring
and detailed traffic control. ZXTM AFM adds the power to intelligently distinguish between
legitimate and malicious application traffic.

1.2 Purpose of this guide

This document provides a guided introduction to ZXTM AFM and describes its features and
capabilities from an initial installation perspective. Full detailed descriptions of functions and
common configuration scenarios can be found in the main User Manual and Online Help.

This manual describes the functionality of, and uses screen shots from, Zeus Extensible
Traffic Manager 5.1 and ZXTM Application Firewall Module 3.0.
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1.3 File and location references

In this manual various references are
apply:

¢ SAFMHOME

made to system files and locations.

The following

This is the ZXTM AFM home directory in your file system where the software is usually

installed. By default, this is:

lopt/zeus

e zxtmafm.conf

This is the main system configuration file and controls system -wide settings for the

software. It is located at:

$AFMHOME/zxtmafm/current/etc/zxtmafm.conf

e zxtmafm.sh

This is the script used to start and stop the software. It is located at:

$AFMHOME/zxtmafm/current/zxtmafm.sh

ZXTM APPLICATION FIRWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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Basic Architec ture and concepts

2.1 Background and definitions

2.2

ZXTM AFM comprises several components and concepts in order to provide a complementary
service to ZXTM. The two products are designed to work together to achieve a complete
application delivery and protection s ervice.

To understand how to configure ZXTM AFM, it will help to understand how ZXTM AFM
examines the requests and responses that ZXTM passes it and decides which application's
ruleset should be applied.

An HTTP request normally has a hostname component, a path component and optionally a
query string, in the following format:

http://<hostname><path>[?<querystring>]

Consider a request for the following URL:

http://www.example.com/webapp/purchase.php?uid=123&prodid=4

The hostname or hostis"  www.example.com ", the path is
"/webapp/purchase.php "and the query string is " uid=123&prodid=4  ".

Path prefixes (such as  "/webapp/.* ", or" /. *") define the paths to which you want to apply
particular sets of rules. Path prefixes are regular expressions.

In this guide and the ZXTM AFM user manual, "path prefix" is often abbreviated to "prefix",
and "hostname" to "host". The following section p rovides further details on these concepts.

Applications, Hosts, Prefixes and Handlers

In ZXTM AFM, the term  application is used as a container for a set of application firewall
rules, called a ruleset . The Application defines which hosts (such as " www.example.com ")
and path prefixes the ruleset should be applied to.

You can have multiple hosts handled by the same application, but the same host cannot
appear in more than one application.

There is one ruleset for each application. This ruleset is version ¢ ontrolled, and each time
you make a change to a ruleset you create a new version that is used in place of the last.

All previous versions of your application rulesets are kept by ZXTM AFM, and you can switch
between them should you wish to re -visit a prev ious configuration. Each ruleset version has

a change comment to make it easy to see what changes were introduced in that version.

Each ruleset comprises a number of handlers , optionally assigned to specific prefixes. A
handler defines a set of checks to carry out (against requests, responses, or both).

ZXTM APPLICATION FIEWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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2.3

Handlers can themselves be configured (you can enable/disable the individual rules of which
they are comprised, and configure their settings).

When ZXTM AFM receives a request, it first looks at the host header in that request to
determine which of the applications will be responsible for it. If none of the applications has

a matching host, it will reject the request. Assuming it finds a matching application, ZXTM

AFM then examines the request's path, co mparing it with the prefixes defined for that
application. It examines prefixes in the order they are defined, and executes the handlers
associated with the first prefix that matches the path. Any subsequent prefixes which would

also have matched will be ignored, so it's important to order your prefixes correctly. Always

order them from the most specific to the least specific.

For example, suppose you had a default set of handlers you wanted to apply to most

requests to your website, but a specific set t hat you wanted to apply to requests for
"/purchase/.* ", and an even more specific set for " /purchase/checkout/.* ". You should
order your prefixes as follows:

0) /purchase/checkout/.*
1) /purchasel/.*

2) I

The Enforcer and Decider

M i inistrati \ M i inistrati \
:9020—‘ anaged via administration :80§2_‘ anaged via administration

interface, HTTPS port 9090 interface, HTTPS port 8082

© ZXTM ZXTMary
J— E_EBOM S

== W5 SOARSNX aSN.
~© o internal port 8081
wdzya W9y F2 NOSNXQ N
TrafficScript rule Ports & Logs configured
K J \ viazxtmafm.conf /
ZXTM and the ZXTMAFM Deci der service run on the same host. ZXTMbés Ei
forwards requests to the Il ocal port 8081 for inspection by the
6Deny6 decision and the Enforcer rule applies the

The Enforcer is a TrafficScript Rule that integrates the ZXTM traffic management
component with ZXTM AFM. It captures each HTTP request or response and forwards them
to the ZXTM AFM Decider for further consideration. The decisions made by the Decider are
then implemente d by the Enforcer. The request or response is then accepted, modified or
denied as appropriate.
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2.4

2.5

The Decider is a service running within ZXTM AFM that uses a set of rules stored in a

configuration database to evaluate HTTP requests and to make decisions on the actions to

be carried out.

Users and roles

In ZXTM AFM you can create multiple personali zed user accounts an d assign these to one of

two permissions groups:
e ZXTM AFM Admin

Members of this group have full administrative access to ZXTM AFM and can edit
security configuration of all applications, in addition to having full rights to add, modify
and remove other users within the system.

e Application Admin

Members of this group have standard user rights and are only able to edit the security
configuratio n of the application(s) that the administrators of ZXTM AFM have allowed
them access to. However, read -only access is possible to other applications. One user
can have access to multiple applications and conversely many users can have access to
one appli cation. Members of this group cannot perform administrative actions such as
adding and removing other users to ZXTM AFM.

Logging and monitoring

In ZXTM AFM you have access to various logging and monitoring tools, in order that you can
analyze and identif vy attacks and events that occur within your applications.

o Statistics
Detailed graphical statistics can be accessed via the Statistics tab
o Reports

Application -specific, consolidated reports provide a printable summary of the current
configuration and of  the most recent events in PDF format.

e Log files

Host - specific logs are available from all internal system events and error messages.

the
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2.6 Clustering

2.7

ZXTM AFM is a module designed to work alongside Zeus Extensible Traffic Manager, and
must be installed onthe s ame machine. Where you have a cluster of ZXTMs running, a copy
of ZXTM AFM must be installed on each machine in the cluster.

Please refer to the Cluster Management section of the ZXTM AFM User Manual for further
details.

Accessing the update server

There are some occasions on which ZXTM AFM needs to connect to an update server. This is
primarily required fora  utomated updates of rules and blacklists provided for basic detection

and protection . If you want to be able to use th is feature , you must allow Z XTM AFM to
connectto :

http://updates.hyperguard.com

If you want to use a proxy, you can specify this  within the zxtmafm.conf system
configuration file

Please note  that this is not mandatory and local policy ma y restrict or forbid you from
connecting to external services. Updates can be performed manually in this situation T see
the User Guide for more details.
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Installation guide

3.1 Installation and configuration summary

This flowchart gives a brief summary of th e steps required to install and configure ZXTM

AFM. The next two chapters describe this process in detail.

& ZXTM  © ZXTMam

1. Install
ZXTM

2. Configure
Virtual Server
on ZXTM

3. Install
ZXTM AFM

4. Upload
ZXTM AFM
licence key

5. Install and
enable
Enforcer
TrafficScript
Rule

6. Configure
ZXTM AFM

3.2 System requirements

To be able to install and use ZXTM AFM, you will need:

e ZXTM version 5.1 or later (please note that ZXTM AFM does not function with ZXTM LB).

e Accessto the default port 8082 to access the ZXTM AFM administration interface.

o Sufficient CPU resources on the ZXTM server. Prior to the installation of ZXTM AFM the

load on the server should not exceed 60%.
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3.3

3.4

3.5

e A minimum total of 1 GB free memory space on the hard disk for program data and log
files created during operation.

o A list of currently supported operating systems and other system requirements is available
from www.zeus.com/products/z ~ xtmafm .

Installation of ZXTM

This guide assumes you have already set up ZXTM according to the instructions given in the
ZXTM Getting Started Guide for the version you are using. Please refer to that document for
full details.

Installation of the AFM mo dule

ZXTM AFM is available as either a DEB, RPM or Solaris sund4u package. You can install the
software using any standard package management program that recognizes these formats.

Command -line installations can be achieved with the example syntax shown below:
dpkg T1izxtmafm_<VERSION>.deb
rpm Tizxtmafm - <VERSION>.rpm

Jusr/sbin/pkgadd - d zxtmafm - <VERSION=sun4u all

You may need to tailor these commands to your own needs.

Starting and stopping the software
The shell script zxtmafm.sh is supplied for th is purpose which includes the standard run -
level configuration.

This script can be used to start , stop and restart ZXTM AFM thus :

zxtmafm.sh start
zxtmafm.sh stop
zxtmafm.sh restart

Alternatively, you can use the zxtmafm initialization script contained in [etcl/init.d in the
usual fashion.

If you make any configuration changes to the zxtmafm.conf file, you will need to manually
restart the software in this way.

ZXTM APPLICATION FIEWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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Initial Configuration

4.1 Accessing the administration interface

Administration  of ZXTM AFM is done via your web browser. The default URL required to
access the admin user interface is:

http://<hostname>:8082

where <hostname> is the hostname or IP address of the machine you installed the product
on.

If you wish to modify the admin IP ad dress for your own networking or security needs, you
can perform the following steps:

o Adjust the following lines in the configuration file zxtmafm.conf  accordingly:

adminServerlP = <IP address> (default: 0.0.0.0)
adminServerPort = <port number> (defaul t: 8082)

e Restart ZXTM AFM.

You should now be presented with the login screen.

=

Pleaze enter your username and password.

Username: |

Password:

The default user login credentials are:
e Username: admin

e Password: admin

It is strongly recommended that you change the default admin user password to
ensure the security of your system.
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4.2 Screen Layout

The admin interface is comprised of four sections:

@ Basic O Expert|

€3 Logout

Top Menu Bar

- Home CWASTSTRURWANEY  Administration () My Profie

Navigation

Documentation | Feedback |  Support |

Home > Application Control > blog

Logged in as

-~ Application Control

m

1

I Ruleset Config I Monitoring I Configuration I admin

[ Application Settings I Alerting Configuration I Version Control I

Management Rights

zxtmafm Admin

Current version: 1
(Detection/Shadow)

Number of changes: 0

Application Control

Traffic blocked [ @]

+  customer portal

+ intranet

Navigation blog.zeus.com 0 %

Area o

Ruleset active

Cluster Status

All cluster megBers running

Status
Bar

The main product sections can be accessed from the menus contained in this bar. You
also have the opportunity to select Basic or Expert mode to change th e level of detail
you wish to see (see section 4.3). The Logout button is found on the right hand side.

Add Admin
Choose Admin
A
I &
I Interaction Window'

e The top menu bar

e The left -hand navigation area
This section provides a hierarchical tree -structure of your currently defined applications
and prefixes. Clicking on an entry shows the appropriate detail screen in the main
window.

e The right -hand status display

This provides a summary of the status of the configuration currently being edited . Your
user rights and any informational messages are also displayed here.

e The main interaction window

This part of the interface shows the settings and configuration options associated with the
currently selected item, and changes depending on where you navigate to. It is where
you carry out the majority o f the configuration of ZXTM AFM.

ZXTM APPLICATION FIRWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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4.3

4.4

4.5

Basic mode versus Expert Mode

© Basic @ Expert| 0 Logout

Documentation | Feedback | Support |

ZXTM AFM provides two modes for control, with two different levels of detail. You can set

the current mode using the radio buttons at the top -right of the menu bar.
In Basic Mode you are ta ken through the most important configuration steps by dvizards 0
ZXTM AFM generates and configures the underlying handlers using the details requested

during the wizard

In Expert Mode  you can configure all the handlers individually, with a more detailed set of
configurable options available to you. A number of optional handlers can only be configured
in Expert Mode 1 see the User Manual for full details.

Licensing

In order to apply a new license to ZXTM AFM, select License Management from the
Administra tion menu. From here, you can cut and paste the license text into the available
text box and then click submit. If the upload was successful, the new license will be applied
and full details of the license features and limitations will be shown.

Licenses can be obtained from your reseller upon request.

Configuration of ZXTM

ZXTM needs to be specially configured to make use of the AFM module for security
enforcement. This is done via the TrafficScript rule system, by applying certain logic to the
request s and responses generated by traffic to and from your web application. We assume
that you already have a web application set up and running as a Virtual Server within ZXTM.

The Enforcer TrafficScript rule is provided with the ZXTM AFM software at the foll owing
location:

$AFMHOMEXtmafm/current/enforcer/zxtm/enforcer.ts

The contents of this file can be used to instruct ZXTM to forward HTTP traffic to the ZXTM
AFM Decider . The following steps detail how you can first create this new rule, and then
add it to a Virtual Server:

1. From the ZXTM administration interface, click on the Catalogs toolbar icon;

2. Click onthe Rules Catalog ;

ZXTM APPLICATION FIEWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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4.6

3. I n the Create new rule section, Bnfomeriodle aadscoiiall ¢ he

Use TrafficScript Language  radio button . Click on Create Rule ;

4. On the rule edit page, cut and paste the contents of enforcer.ts into the Rule text
box;
5. If you wish, you can provide a description of the rule purpose in the Notes text box.

This is optional;

6. Now click onthe Update button to s ave all changes. ZXTM will check the rule syntax
and notify you of any problems;

7. Nowclickonthe Services toolbar icon and then click on your virtual server;

8. Onyour virtual server configuration page, ¢ lick onthe Rules section ;

9. Inthe Add new reques t rule box, pick the Enforcer TrafficScript rule from the drop -
down list and click the Add Rule button;

10. Repeat this inthe' Add new response rule' box;

11. For most setups, both rules should be the first rules to run. If you have other rules,
ensure that yo u move the Enforcer so that it is the first (top) rule.

Please note that as soon as the rule has been added to your Virtual Server, all

queries that pass through ZXTM will be evaluated by ZXTM AFM. If the Decider is
not active, ZXTM AFM denies all reque sts with HTTP error code 503 (Service
Temporarily Unavailable) . If the Decider is active, but no configuration is found,

ZXTM AFM denies all requests with HTTP error code 404 (Not Found) . This is an
important basic feature of ZXTM AFM : Everything that is n ot explicitly permitted is
forbidden.

Configuring the ZXTM AFM Decider port

ZXTM AFdystesmn configuration contain s a Decision Server port entry that is used for
communication between the ZXTM AFM Decider process and the ZXTM Enforcer TrafficScript

rule. You must ensure the following entry in the zxtmafm.conf  configuration file matches
the backend setting used in the Enforcer TrafficScript rule:

decisionServerPort = 8081

8081 is set as the default port. Should this be unavailable on your system for s ome reason
it is possible to change it, however you must ensure that the new port is also updated in the
Enforcer rule 7 see section 6.1 for more details.
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Any changes to the  zxtmafm.conf file will require a restart of the softw are.

Note that you should not change the Decision Server IP address, as ZXTM AFM is
licensed for use only on the same server as ZXTM. ZXTM AFM will reject all
requests if the Decision Server IP is changed.
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Creating a new application

5.1 Overview

5.2

In ZXTM AFM the basic container of settings related to control of one or more hosts is called

an Application . This means that you can create and maintain the security configuration
centrally for hosts running within the same web application (see section 2.2 for further
details of ZXTM AFM concepts and definitions)

Home = Application Control

Application Control

Applications in Detection Mode

Traffic

blog - - [ Ruleset 1 detection/shadow @ Detection 1 Prefix & X 2
customer Traffic ) ) =
portal allowed Ruleset 1 detection/shadow @ Detection 1 Prefix & X <
intranet 5 @) J&ﬁl‘; Ruleset 1 detection/shadow @ Detecton  1Prefix &7 X
Add Application

Create

blog.zeus.com blog -

The application control screen provides an overview of each configured application. New applications
can also be added, and hosts can be moved between applications.

To add a new application, click on the Application Control  button in the top menu bar. Add
your application name into the text box and click Create . Your new application will be added

to the left -hand navigation bar, and the available option tabs will appea r in the main
window.

The remainder of this chapter assumes you have Basic mode engaged.

Adding hostnames to your application

Within your newly -created application, click on the Configuration tab. Now click on the
Application Settings tab. Here you c¢ an specify the basic settings that define your
application. Under the Hosts sub-section, add the name(s) of the host(s) that encompass
your application. You can use the wildcard syntax *.domainname to cover several individual
hosts with a single entry. For example, instead of specifying the two hosts:

ZXTM APPLICATION FIRWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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intranet.mycompany.com
blog.mycompany.com

you could specify this instead:

* mycompany.com

However, you cannot add a general wildcard pattern and then add additional specific hosts
from the same domain . For example, you cannot specify the pattern *. mycompany.com and
then add a host  shop.mycompany.com , as this would result in a conflict.

5.3 Application mode

You can set the desired mode for your application from the Application Settings  tab.
e Detection

In t his mode ZXTM AFM monitors all requests as configured by the rules of the detection
ruleset and writes all incidents to the log files. However, ZXTM AFM does not block any
traffic and does not interfere with your web application in any way.

e Protection

When an application is in protection mode , the individual rules of the ruleset are
enforced. This means that requests are denied in the case of an attempted attack. In this
mode, all actions are logged in the log files for future analysis and documentation.

5.4 Application Admins

This section provides you the opportunity to decide which users have administrative control
over this application. Select a username from the drop -down list and click  Add.

If you wish to remove an existing user from this application, cli ck the associated red ¢
icon under the  Actions heading.

5.5 Traffic control

On the Application Control  screen, a summary of each of your applications is given. The
basic stop/go status of each application can be controlled by clicking the traffic lights icon
under the Traffic Status column. This will toggle the status between the two settings.

ZXTM APPLICATION FIEWALL MODULE INSTALATION AND GETTING STARTED GUIDE
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ao blocked
Traffic
allowed
Traffic
o @) blocked

Each application has an overriding traffic control switch

This is an overriding control to block all connections to the hosts defined, or to allow access
but u nder the control of the ruleset defined.

New applications are automatically added with a status of Traffic Blocked. You will
need to change this status in order to start allowing traffic through.

5.6 Adding baseline protection

Click onthe Ruleset Config tab. In basic mode, you will see one tab option i Wizards .

Home = Application Contrel = blog

[ Ruleset Config I WMoenitoring I Configuration I

E= R _ El
Anti Phishing Wizard i Documentation &
Anti Spider Wizard ﬁ Documentation never &
Baseline Protection Wizard |2 Documentation never &
Deep Linking Wizard ﬁ Documentation never &
ModSecurity Ruleset Import Wizard |2 Documentation never &
OWA Protection Wizard i Documentation never &
Parameter Ruleset Creation Wizard ﬁ Documentation never &
Payment Card Industry Wizard i Documentation never &
Secure Session Wizard ﬁ Documentation never &
SCL Injection Wizard i Documentation never &
Suggest Rules Wizard i Documentation never &
‘ulnerability Description Import Wizard ﬁ Documentation never &

The list of available wizards. Click on the Documentation link for more information on each one.
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Wi zards are ZXTM AFM6s o6hel perd mechani sms for automati
otherwise be achieved via a number individual steps in Expert mode. In other words, Expert

mode allows you to fine  -tune each operation to your exact requirements, but over a series

of separate configuration changes.

The Baseline Protection wizard provides your web applications with comprehensive
general protection, based on blacklisting of known vulnerabilities and attacks. Further
wizards offering configuration specific to your needs may be also available in the list,
however this is a good starting point.

Under the list of available wizards, locate the Baseline Protection  wizard and click on the
name or the Edit Wizard action to run it.

Baseline Protection Wizard

Overview
This wizard provides default blacklist rules for various vulnerable partz of a
Overview web application.
Server Download
File Upload
Activate Baselines
Summary
Cancel Next ==

The Baseline Protection wizard gathers information over a series of pages before applying the
configuration to your applicatio n

The wizard will take you through a series of pages designed to capture relevant information

and decisions prior to applying the configuration. Each page is listed on the left, with the

current one highlighted. You can navigate through the Next and Previous pages using the
buttons provided, or you can cancel the wizard altogether. No changes will be made
until you complete the wizard

Baselines can either be downloaded from the Update Server (see section 2.7) or uploaded
from a file. Once you have chosen one of these, you can decide which of the available
baselines to activate. Finally, the Summary page gives an overview of the selections made.

If you are happy to apply these baselines, click the Finish button to apply th e configuration.

Your application will now have a basic level of protection. Please refer the ZXTM AFM User
Manual and Online Help for more details on this and further types of protection mechanisms
available.
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Options for the Enforcer and Decider

6.1 Changing the Enforcer communication port

The main configurable option for the Enforcer TrafficScript rule is the Decider Port (see
section 4.6). By default this will be 8081, and is specified within t

ht tp://1  27.0.0.1: 8081 /decide.cgi

This port needs to match the equivalent Decider setting in the ZXTM AFM configuration file
(zxtmafm.conf ) shown below, otherwise communication will not be possible:

decisionServerPort =8081
A change made to the Decision Server port in ZXTM AFM must be followed by an equivalent
update to the Enforcer TrafficScript rule in ZXTM, and vice versa. You can modify the
Enforcer rule via the following procedure:

1. From the ZXTM administration interface, click the Catalogs toolbar icon;

2. Clickonthe Rules Catalog link;

3. Locate your Enforcer rule in the list and click to edit it.

4. Inthe Rule text box, find the backend URL (as shown above) and replace the port
number with the new value;

5. Click the Update button to save all changes;
6. ZXTM w ill inform you if your rule changes are successful or not;

7. Note that successful changes are immediate and any Virtual Servers using this rule
will pick up the change of port straight away.

Note that you should not change the IP address used in the backe nd URL . ZXTM
AFM is licensed for use only on the same server as ZXTM , all requests will be
rejected if this IP address is changed.

he
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6.2 Optimizing ZXTM AFM for multiple  -CPU machines

ZXTM AFM can be configured to use multiple CPUs to handle requests. This can be achieved
by setting the value of numberOfCPUs in the configuration file zxtmafm.conf . A maximum of
8 is possible.

If numberOfCPUs is higher than 1, ZXTM AFM will start multiple Decider processes, one per
CPU, and a Request Dispatcher will then be nee ded to dispatch the requests to these
processes.

Configuration of ZXTM AFM with one core / one decider process

Configuration of ZXTM with multiple cores / deciders and internal request dispatching

ZXTM APPLICATION FIRWALL MODULE INSTALATION AND GETTING STARTED GUIDE
PAGE22 OF 25



